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Cryptocurrencies ardigital money in electronic payment systems that generally do not requi Specialist in
governmenbacking or the involvement of an intermediary, such as a bank. Ings=ad,of the  Macroeconomic Palicy
system validat@ayments using certain protocols. Since the 2008 invention of the first

cryptocurrencyBitcoin, cryptocurrencies have proliferateéd recentyears theyexperienced a

rapid increase and subsequent decrease in value. One estimate found thdarak a€20,

there weranore than 5,10@ifferent cryptocurrencies worth about3zvillion. Given this rapid

growth and volatility cryptocurrencies hawdrawn the attention of the public and policymakers.

April 9, 2020

A particularly notable feature of cryptocurrencies isrthetential to act as an alternative form of money. Historically,
money has eithdradintrinsic value or derived value from government dedistng money electronically generahas
involved using the private ledgers and systems of at least one tintstedediary. Cryptocurrenciesy contrastgenerally
employ user agreement, a network of users, and cryptographic protocols to achieve valid transfersof/ptdaarrency
users typically use a pseudonymaussiresso identify each otheand a passmle orprivate keyto make changes to a public
ledger in order to transfer value between acco@tteer computers in the netwovklidate these transfer§hrough this use
of blockchain technology, cryptocurrency systems protect their public ledgersooinds against manipulatipso that users
can only send cryptocurrency to which they have access, thus allogérgyto makealid transfers without a centralized,
trusted intermediary.

Money serves three interrelated economic functidins a medium bexchange, a unit of account, and a store of value. How
well cryptocurrencies can serve those functions relative to existing money and payment systeml lidaly a large part

in determiningc r y p t o ¢ duture ¥atue dand imgortance. Proponents of the technology argue cryptocurrency can
effectively serve those functions and will be widely adoptdety contencthat a decentralized systersing cryptocurrencies
ultimatelywill be more efficient and secureathexisting monetary and payment systems. Skeptics doubt that
cryptocurrencies can effectively act as money and achieve widespredtheggeote various obstacles éxtensiveadoption

of cryptocurrenciedncludingeconomic €.g.,existing trust in tradional systems and volatile cryptocurrency value),
technologicale.g.,scalability), and usabilitpbstaclege.g.,access to equipment necessary to participate). In addition,
skeptics assert that cryptocurrenciesameentlyovervalued and undeegulded.

The invention and proliferation of cryptocurrencies presenterousisks and related policy issues. Cryptocurrencies,
because they are pseudonymous and decentralized, could facilitate money laundering and other crimes, raising the issue of
whether g&isting regulations appropriately guard against this possibility. Many consumers may lack familiarity with
cryptocurrencies and how they work and derive vdluaddition,althoughcryptocurrency ledgers appear safe from
manipulation, individuals and exahges have been hacked or targeted in scams involving cryptocurrencies. Accordingly,
critics of cryptocurrencielBave raisedoncerns thagxisting laws and regulations do not adequately prot@tumers

dealing in cryptocurrencies. At the same time, pramts of cryptocurrencies warn against ensgulating what they argue

is a technology that will yield large benefits. Finally, if cryptocurrency becomes a widely used form of money, it could affe
theability of theFederal Reserve and other centralksato implement and transmit monetary policy, leading some observers
to argue that central banks should develop their own digital currencies (as oppossgtocurrency;)othersoppose this

idea.

The 1B Congress has shown significant interest is¢hand other issues relating to cryptocurrencies. For example, the
Househaspassed severdills (H.R. 56 H.R. 428 H.R. 502 andH.R. 1414 aimed at better understanding or regulating
cryptocurrencies.
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Introduction
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1 Satoshi Nakamotditcoin: A Peefto-Peer ElectronicCash Systemdanuary 2009, p. 1, https://bitcoin.org/
bitcoin.pdf

2 This report will use the terryptocurrenciego refer to a specific type aligital or virtual currencies—currencies

that only exist kectronically—for which transfers of real value are validated using cryptographic protocols that do not
require a trusted, centralized authority. The report will use the more generatiigismscurrenciesandvirtual
currencieswhere appropriate to rafto these broader classes of currencies that are digital representations of value but
do not necessarily use cryptographic protocols.

SWilliam J. Luther, “Bitcoi mhedndependehtReviBwli20, ne 3 (wifter Di gi t al Payn
2016),p. 397.

‘U. S. Securities and Exchange Commission, “Investor Bulleti
https://www.investor.gowdditionatresourcesiewsalertsalertsbulletinsinvestorbulletirtinitial-coin-offerings

SU. S. Commodity Futures Trading Commission (CFTC), “CFTC St

press release, M&1, 2018, ahttps://www.cftc.govPressRoonHressReleas&&31-18.

6 Bank of International Settlements, Committee on Payments and Market Infrastructures, Markets Co@enittale,
Bank Digital CurrenciesMarch 2018, pp.-B, athttps://www.bis.orgZpmi/fpubl/d174.pdf

“Julie Verhage and Lily Katz, “Jack Dor BleombeigMayAd, 1 In on Bit
2018, athttps://www.bloomberg.coméwsarticles?201805-16/squares-dorseyis-all-in-on-bitcoin-ascurrencyof-the-
future Chris Newlands, “Stiglitz, R o u BFimancial Newsduly R0p2018faf Lead J oi

https://www.fnlondon.om/articlesstiglitz-roubiniandrogoff-leadjoint-attackon-bitcoin-20180709

8 Detailed examination of thalockchaintechnology underlying most cryptocurrencies; their secondary uses in
investment products, such as in securities offerings and asdieying assets in derivatives contracts; and certain
international implications, such as their potential use to evade financial sanctions, are beyond the scope of this report.
Instead, where questions related to these issues may arise, this repadwidi peferences to other CRS products. In
addition, a general list of CRS products related to cryptocurrencies is included at the end of the refate(d¢e
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characteristics of cryptocurrencies and examines
challengesr gagharydifmg their use as money. The repo
by cryptocurrencies when they are used as money
on twocriypunespotemdciad role in fiaditohetrng abon
protections for consumers who usertylpevoe ucurrmen @ i
impact on mendt ahygy pobschbility that central bank
goverdbmekhkted digital currencies

Wheriesetphort examines the regulation of cryptocur
arreegulated in the United States. For i1informatio
count rGRS ,ResperltntiRarsdadtdi, onal ApproachesRebeDicgi t

M. Nel son

The Functions of Money

Money exists because it serves a useful economic
and services.wWutldobagaghharipe op bwehneaomyi n people tr .
goods nd services for other goods and services.
doubl e coi nciethecrhc @ aaft ywamutsst possess the exact g
service that tWeyoimerappotygtwafiasmer wanted to
have a toothec fworuniredr ahtaevde, t o find oad pmwhtsitcul ar r
wanted potatoes at that particular time and nego
and a tooth removal were wor tvhoulldn hiaukren ,t btehe r an
same search and negotiation with each other to s
efficiently if all membermmesyd musovoal kbyyragogeith
represent atfioon pafymeaktye be t hat -eonudnocresse do fs lgiopl do,f @
paper called a dollar, or a digital entry in an
How well something serves asafmlapnaemeddapmgme mds on ho
exchange, (2) a unit of accoume,diamd o(f3 )ehae hsathgree
thing must be tradable andumigtr ecefd @&t bhoe chtahvien gv anhuuset.
as a good measur e me nStt osryes toefmhveallouhef ngc mueh be abl
approximately the same value of goods a%hd servic

Returning to the ¢xtmpdecalbdeveppoptaodtokbd soe money?
potationthrasnéi bivaltegport will examine value in mo:
“Traditionad Mongryovides mnour’s sthmedabi [Hotwe vieg , | ian
many people would find it impractical to carry a
to buy a car for many t housmenndts soyfs tpeomu nbdass eodf opno t
is also problematic. Each potato has a different
is WwWont hpog at mpr eci slen aanddd iataipeemtabd #di vi ded wit hou
changing 1ts ovfalauep otTawtoo harlevewort#tlthel expotskean fd ew
will soon t ursno bpreoovwpn eca nwdo urlodt be wunlikely to agre
potato. The 1issue of afbrielsihtnye stso ablepavat dstitawirtes opfo tvaat
evemal ly sprouts eyes and spoils, and so must be

°Scott AMondyandIlnflation:‘A Functional Relationsliip Feder al Reser Page@enk of St. L
Economic NewslettgMarch 2013), pp. 1 2, athttps://research.stlouisfed.opggeoneeconomicadploadshewsletter/
2013PageOneCLassroomEdition03Money_Trade_Barter_Inflation.pdf

WGovernor of the Riskbank -Brtendamh” [Spgeesh t“doS wed iNselke dHawms e o
Stockholm, Sweden, August 12, 2017, pgt, &thttps://www.bisorgheviewt180123c.pdf
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contrast., an ounce of egaoilind ya mphoda ktadtouls] aarr eb i 1 1
adE&EadbHl eunit 1 s bigddiewmitdiecda 1i mtnodn fcemano r i cesnt ef an o
spectmalkilwyg both gold and Goldars =2dfece¢itvematn
Iblialrlwhen well odargashuddesotra ntwiild hmofaimetglye ar s

nction as. alskeoewieuet wiitl detghde al technology, el
ange entries icmshyllyswigpirng am baeradhaelaan puwshing a
nominated in 1de.fhtoiscea lu naintds dciovui lgsalisbhitaclv euinai tsst a b 1

8B a6 ma s &=
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mb e r satnagyisn gunich an account on a ledger. The qu
etal, a thing called a dollar, and the numbers
society, as has been accomplished in traditional

Traditional Money

Moneays hbeen in existence throughout history. How
how it was exchanged, and what roles government
hee hangetdi fbdves sectst hmeexamiffierent monetary syst
degrees of government and bank invol vement.

No or Limited Role for a Central Aut ho
Early forms of money were often thin(ges. g.hbat had
coppad,ve)r, Pzotd dof their value woubledewadrvkedd firmtmo t
aesthetically pleasing objects. More importantly
made them wel!]l suited to pero ocrme attheed tthhree ee cfoumocm
efficiency Htheicetmeea |Isdemedt al and thus an amoun
is i1identical to a different sample of the same a
and they are chemdeahndty dagradandlt haddition, t h
extract from the earth, which 1s alisteamull dd o t hem h
perform the functions of money and can be worked
sadwemoney, then people would quickly -cgoastther vast
goods would be priced at huge amounts of sand.

Evewhefnor ms of money had intrinsic value, governm
money. Forvexmmpdt , migmt s would make coins of pre

symbowliadlhi dated that these particular amples we
Fiat tmolesy the governmeat dodeusssdepelfawt her

Gover nmentt yAu t hioati Money

In contrast to mofnieptin&mtsh nonti mitrs nsivalvad ue but
value by government decree. If a government 1is s
t hat hsiemme dto 1l 1 ar, foar ecuxrasnhpalhel yba, money. In practic
can take a number of forms, but generally they i
some economuclpagdidngi tgyxes or settling debts. Thu

11 R. W. ClowerMoney and Marketsed. D. A. Walker, % ed. (Cambridge: Cambridge University Press, 1984), pp.
81-89.

2Stephine Bell, “The Role of CarbedgesJounal of Eaonotiocgoli28nof2i er archy o
(March 2001), pp. 15253.
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to paetimitplae relevant economic activities, it b
payment in ¥ heir dealings.

In addition to such decrees, the government gene
it 1s sufficiently pbteenrocucg ht os urpeptlayi nt ov aflaucei lyietta tien
act “Redutedly, the government generally attempts
counterfeiting by making the physical money 1in ¢
deterrence thrhomegdht .cri minal punis

Modern monies are generally fiat |nmeognael yi,h einndcelrudi n
the Unijtmed nStnagt epsarties are obligaand UoSactepes !
can (and generall yThmws ts)t abteu sp aiind tiin I do Idloarlsa.r s wi
anyowheants to undertake these basic economic act
financial system in the world must have and use
In the United States,Fddher BBloaRdmaifrw tGhoBesr mdomes o f
of thdbydseokiommiet gry policyth@bagFedsmwmhdhBaser ve

conduct mondther Feplelriady Ries e r R.e L -R 8%, rdm rAecctt ionfg 1i9t7
“maintain long run growth of the monetary and cr
econemyompotremrt i al t o 1 n ctroe apsreo nportoed wecftfieoccnt ,i vseo ya st
maximum empl oyment, stabbemprine¥Wrpdamdtamedesns e
a money stoxkeedtngh$1l9gn circul atestgiemessmappasrt o
oveidt $i21 1 i ome woprtchd wifanhdnaseyaeage, annual inflatio
a rate of 8% since 1993,

In addition, the Federal Reserve operates key el
invol ving in%®lemr btamiks tway,s ftelrass. Federaht Remediver gc
banks transfer money between each other.

Banks: Transflhbroughl Naleemediaries

Banks have played a role in another evolution of
exchange of tangibhetdcesceWwVeyibgiwgenhewowapid ex

BDror Goldber g, “Fa mo usurndefManey, Gredit, and BankingplM8d,me. 5 (Octcber

2005), pp. 95767.

14 Throughout history, governments in various countries have failed at times to keepsuffivggntly scarce. This

failure generally results in high or volatile inflation wh
leading to disruptions in economic activity.

15 Cyril Monnet, Counterfeiting and InflationEuropean Central B&, Working Paper Series No. 512, August 2005, p.

1, athttps://www.ecb.europa.qubpdf/scpwpsécbwp512.pdf23040cc45f22e8ddebec3af75d4d9d526

1631U.S.C. 5103.

1712 U.S.C. 225a. For more information, €RS Report RL30354Monetary Policy and the Federal Reserve:
Current Policy and Conditiondy Marc Labonte

BBoard of Governors of the Federal Reserve System, “ M2 Mo n
https://www.federalreserve.gaeleases$i6/icurrentfiefault.htm accessed on Marcl®12020; and U.S. Bureau of
Economic Analysis, “SeasonlddlllyarAdGDR,t’e df, o vAmtnli aqd u aretde rlCu @ leh,

https://apps.bea.gaVableiTable.cfm?suri=1&reqid=19&step=2&0=survey accessed on March 10, 2020.

BU.S. Bureau of Labor S t-Month RetcentGhange‘ofghe £@) hidt Seasonally a ge o f 12
Adj u s thtps://wivw.blg.gowdatd, accessed on OctoberZ)18.

20 Federal Reserve Bank of San Francis®ghatls the Fed: Payment Servigeat https://www.frbsf.orgéducation/
teachefresourcesthatis-the-fedfpaymentservices/

Congressional Research Service 4



Cryptocurrency: The Economics of Money and Selected Policy Issues

currency 1is r1elativel yhe aséiye. iThe npafyaecrt sihno wpso stshees
money, and the tratnhkd¢ ecmpoansesyewsa liind opdescmopmeyeete. Thi
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l ater)

From early in history, banks have offered servic
parwhese not in physical proximity and do not ne
banks their money for, among other reasons, secu
to a payee located somewhere efsex¢hangehally us
Historically and today, maiatuinahgtaoktufatepted
services. It allows people to hold meney as nume
physical thing that sampbestofdvprmr atphygmenitnsyh
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additions and re®uctions to that amount

The mechanics of the moder n pea ysneenntt aanyds treent,o ridns w
stored electronically, are covVEhe dEliactmoaeri det ai
Exchange . WhaMonew be noted here in this basic de
trust the banks and t hmuts td kebakmpgnafdy rmuvsatl ibde tarcacnusrfaet
Ot her wi se, 'samomnmedi cviodid all ab eb al noks tt h eocr'’g asat®oxluennt iafs
having a inaccurraatnesbfjeuwkso wi ¢ mhownt per mi s si on.

A number of mechanisms can create trust 1in banks
be accurate, because a bank t hcatti ndgo ecsmentoetychrasve a
and processing transactions accurately will 1 ose
subject banks to laws and reguhatwemnhddehngned i
peopl money i s?®Asafseuditmnikshetmmke substantial measur
accuracy.
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Electron Exchange of
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Mo

Today, money 1s widely exchanged sclaenc tbreo nsiucbajlel cyt,
to certain difficultieal rkillacd edanobd ackpiodd smamy
retaining the exact information as its predecess
transfers of money are s ubdjoeuchtl et ¢ pwelinddt mogb d mr aarr s
el ectroninonerya,n saf epra yoefr may wish to send a digit
hopest htehwafti 1 eact as a transfer of valudhe However,
payer hatshseam¢ fehe¢ to multiple otthiecr. pBaeyceaeuss,e t he
2’Li bbby Kane, “Keeping Cash Under Your MattressSlales a Terrib
Business Insider Blodrebruary 11, 2015, attp://www.slate.confflogsbusiness_inside201502/11/
keeping_cash_at_home_way_too_many_americans_do_it.html

2Aleksander Berentsen and FBatkElectronis Mdney and thé Nwhse forCentral f or Cen't

Bank Cr ypt dedaral Resarve Banksof St. Louis Reyienl. 100, no. 2 (second quarter 2018), p. 97106.

23 For more information on the regulation of banks in the United State€R8&Report R4418,Who Regulates
Whom? An Overview of the U.S. Financial Regulatory Framevigriarc Labonte
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2815 U.S.C. 1693g.

2915 U.S.C. 1666.

Reduced Role.?”
1 Reserve’ s Reduced Role.?”
1 Reserve’s Reduced Role.?”

3015 U.S.C. 1693c and 15 U.S.C. 1632.

Congressional Research Service



Cryptocurrency: The Economics of Money and Selected Policy Issues

esulunacer hoaunnkbeadplo@ad 1 at i onwhlhave.limeopdeinterac:
he tradition®Iln baadndkiitnigo ns,y sttheem)c.cons umer or mer ch
he bank or other intermediary with personal 1inf
enerates a huge amoubt fafhadattalabowtmsar timdaisvi d
plbde accessed by the bank, law enfor cemment (pro
nefarious actors (provided they Jasreecucraiptaybl e of ¢
meas 0res) .

Cryptocu#suehcaesBitcoinsprbtahndre, 1 taenrdn altiitveec otion t hi
electronic payment system.

Cryptocurrency: A New Money?

Description

As mnoted above, cryptocurrency acts as money 1n
net work of computer sp,arrtayt hiengt,etrhmaehdnidns 8 € b g bast hir d

Inengeral, these electronic payment systems use p
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known only to 3fAhet raacncsoaucntti ohno lodcecruur s when t wo par:
cryptocurrency (perhaps in paymeaat for. aTlgowod or
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sevice PFRroomdtehre perspective of the individuals

similar to authorizing payment on any website th
password. In addition, certalrnfhaceompahbhasboaodfer a
onto a device to make tranfacémdkyin cryptocurre

Cryptocurrency bplloactkfcehcamsnod Higgn tws v al i date change
Blockchain technology usesewrmtr yipnvwgliagp halet prottiocm
of the public ledger. Sipse canfticchmel dlymd gheedi or e dgeor t
is irreversibly changed, some member of the net w

31 Susan Burhouse et a2Q15 FDIC National Survey of Unbanked and Underbanked Houselk@dsral Deposit

Insurance Corporation (FDIC), October 20, 2016, p. Bitps://www.fdic.@v/householdsurve20152015report.pdf

In its report, the FDIC definasmbankech s meaning “no one in the household had a
it definesunderbanked s me aning “the household had saobtairedfinanciaht at an i n
services and products outside of the banking system.?”

32 For example, see 12 U.S.C. Chapter 35.

33 Aaron Schwartz et alTop Financial Services Issues of 20PgicewaterhouseCoopers, December 2017, p019
athttps://'www.pwc.comisenfinanciatservicesfesearckinstituteassetgiwc-fsi-top-issues2018.pdf

341n general, &eyin cryptography is a large numericallue used to encrypt data.

35 David Mills et al.,Distributed Ledger Technology in Payments, Clearing, and SettleBeatd of Governors of the
Federal Reserve System, Financial and Economics Discussion Serie@9%018ashington, DC, 2016, pp.-1@, &
https://www.federalreserve.g@donresdatééds2016files/2016095pap.pdf

%Thetermwalleti s also sometimes used to mivaterkeycombigaton.” s public key

37 For more information on blockchain technology, €8S Report R4511&lockchain: Background and Policy
Issuesby Chris Jaikaran
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38 Dylan Yaga et al Blockchain Technolog®verview National Institute of Standards and Technology (NIST), NIST
Interagency Report 8202, January 2018, pp28,at https://nvipubs.nist.gowistpubsit/2018NIST.IR.8202.pdf
Hereinafter YagaBlockchain.

39Yaga,Blockchainpp. 4643.

“OForexanple,seRobert McMillian, “The Inside St orWiredMarcMt .
3, 2014, ahttps://www.wired.comZ01403hitcoin-exchange/and Securities and Exange CommissiorReport of
Investigation Pursuant to Section 21(a) of the Securities Exchange Act of 1934: Th&&é&se No. 81207, July 25,
2017, athttps://lwww.sec.golitigationfinvestreport34-81207.pdf

41 CoinMarketCap data, accessedtips://coinmarketcap.coroh March 10, 2020.
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cryptocurrency, t h ea 1tnoots4t h itorfablstulee of whi c h

industry*aass aanwhollewstrative example. Examining
value in cnumbéntodbntramsgdactions may shed some 1
cryptocurrencies 1in general have been perfor ming
The rapid appreci avtailoune iinn c2rOylp7t olkiekrerleyn ecnoensti rnicbr ueta
in publti tihne R ¢ e c.a sArte ntchice sbe gi nnaofaiga oBi 2ddi7ny dithea p
exchange wa’8T haeb opurti c$%9 9%3u.r ged during the year, pe:
December FRiOgld)r,e( s ae al mo s t 1,880% increase from pr
However, the price W6 ¢9o0aShmeitni claclslsy S dhenenk it nweod mo 1
t hat, ttihnee pri ce mafrod dBitleoi Ot her ,smaghbhracrpheorcur
and Lihtaevceoihnad s i milar price movements.
Figure 1.Cryptocurrency Values
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Source: Coinbase, accessed through the Federal Reserve Bank of St. Louis Economic Damawebsit
https://fred.stlouisfed.orgategories33913 accesseodn March 10, 2020

42 CoinMarketCap data, accessedhtips://coinmarketcapom/onMarch 10, 2020; CR8alculation.

43 Note on terminology: When discussing the exchange of one type of money for another, thectemge ratés

arguably more appropriate than the tgmice. However, in this instance, this report will follow pdar convention

and use the termrice, as the notion that a Bitcoin or any other currency is purchased by dollars during an exchange is
essentially correct.

Data retrieved from Federal Reserve Bank of St. Louis Economic Dattpsit/fred.stlouisfed.orgéries/
CBBTCUSDon August 272018.
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Potential Benefits of Cryptoc
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44 Data retrieved from blockchain.com,tatps://www.blockchain.comhartsfotatbitcoins accessedn March 10,
2020.

45 Note on terminology: Sometimes media or even cryptocurrency industry groups and participants will refer to this

value asnarket capitalizationThis is a potentially confusing and misleading use of a term that refers cacth

the value of a private company. In this instance, the report uses theaiesnin circulation but the reader should be

aware that other sources may osarket capitalizatiorio refer to this concept.

46 The problem with this measure it thatsita count of how many times two parties have exchanged Bitcoin, not a

count of how many times Bitcoin has been used to buy something. Some portion of those exchanges, possibly a

significantly large portion, is driven by investors giving fiat currency texaiange to buy and hold the Bitcoin as an

investment. In those transfers, Bitcoin is not acting as money (i.e., not being exchanged for a good or service).

47 Data retrieved from bitcoin.com, bttps://charts.bitcoin.corifc/chartHaily-transactionsat
https://www.blockchain.corohartsh-transactions®aysAverageStrings on March 10, 2020

“National Automated Clearing House Association, “ACH Net wor
press release, January 22, 202htgds://www.nacha.orgeéws/achnetworkvolumegrows81-final-quarter2019

49 Visa, Annual Report 203, p. 2, athttps://s24.q4cdn.co®d749849Tles/doc_downloadd/isa-Inc.-Fiscat201%

AnnualReport.pdf

®Paul Schrodt, “Cryptocurrency Will ReplaceTimégami onal Curre:
March 1, 2018, dtttp://timecomimoneyb178814thefuture-of- cryptocurrency/ Hereinafter Schrodt, “Cr
Will Replace National Currencies.

Chris Newlands, “Stiglitz, Roub iFnancia NewsJRylQ, @08 atLead Joint
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Pimnaddition, studies on unbanked and underba

23¢chrodt, “Cryptocurrency Wi IPbtenfakGhdllenges to WidespreachAddptio€ ur r e nci e s

section examines the costs of cryptoenny systems in more detail.

%Ben Schiller, “The Fight for the $400 BastlConpanyAprBus i nes s
28, 2017, ahttps://www.fastcompany.co®d67778the-blockchainis-goingto-saveimmigrantsmillions-in-
remittancefees

54 Specifically, financial institutions offer an array of services, and the fees they charge are not always expressly linked
to individual transactions. In addition, payment systems themselves differ in terms of services provided and costs
incurred. Furthermore, analyzing the costs of this system in a way that is comparable to the cost structures of the
cryptocurrency industry eates additional challenges. For example, see Fumiko Hayashi and William R. Keeton,
“Measuring the Costs [pefleraRReservd Bank Bf Kansas Gity EcdhomichRegdesond”

quarter 2012), pp. 3%2.

55 For more information on debit cafees, se€RS Report R4191Regulation of Debit Interchange Fedy Darryl
E. Getter

5615 U.S.C. 1693@.
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57 Susan Burhouse et a2015 FDIC National Survey of Unbanked and Underbanked Housel@d§, October 20,
2016, p. 3, ahttps://www.fdic.govhouseholdsurveg20152015report.pdf

%Leonid Bershidsky, “Bitcoi n BleomdergDécembér20, Afcat of Financial Fr
https://www.bloomberg.comiew/articles201712-20hitcoin-andthe-value of-financiatfreedom

®For example, see nReme |G@hu nB,i AttaridigeptéMbenDav,@at
https://www.theatlantic.comiagazinedrchive201709hbig-in-venezueld34177/

601n the United Stas, banks and nonbank financial institutions are subject to robust regulatory frameworks that
mitigate but may not wholly eliminate these risks.

61 For more information, seERS Report R4349d,he Target an®ther Financial Data Breaches: Frequently Asked
Questionsby N. Eric Weiss and Rena S. Miller
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wouda 1l ittle good isfs efse va cpcecopptl et haenmd absu spianyeme nt . 1|
currenciesnetwoskb@ghteets their value and useful
how many people aP@urwiddtilny, tcor yupsteo ctuhrermenci es f a
widespreaoad, adome of which are discussed bel ow.

Challenges to Effectively Performing t

Recall that how well cryptocurrencygg§dg¢graes as mo
medium of exchange, (2) a wmeBietveafala cdaumtc,t eand t(
cryptocurrency under nihnree ei tishi taebritlei btays etdon stehrev eUnt ih
States and elsewhere. Currently, a mneokratively sn
accept crypt oc uArsr ednicsyc uf§bsheedp Rignimetmhtea nd Us 3 ge of Cr
section,32dha@r@@nwearce i ons 1invol vi{iomgt Beft bol hi pas di
finatmcamdactions 2tOhla9ta ntda kae ppolrateiroyna aomfp dtmhsods epe op | e
buying Bitcoins for the purposes of holding then
goods an%Crsyeprtwicameysr.be@ad a me di unt eosfs efxrcehqaunegnet 1 y t
traditi omal smovreeryalUn Irickaes otnhse dol l ar-baake dmost ot he
currencies, cryptocurrencies are not legal tende
accept sehe¢ mMBGhesmtmer s a#md sbusnieryadasbsant to place th
a decentralized computer net womkygotf pommldotnglmp us
under%Realnadtcoochlsyu,me r s amaly bhiasvi en ess s fenfsd chiee nge merruaslt] yi
satisfied with existing payment systems.

As previously mentioned, the recent high volatil
undermines their ability to serve as a unit of a
hasve gni ficant value fluctpnadasopstws hhf gosHer angde
services 1in units of cryptocutrt &wmotuyl dvocualuds er e qui r
confusion amon g®Ibnu yreergsa radn dt os eslaldetrisgg. gpmisca of oa e

2J ohn O. McGinnis and Kyle W WaRkStreehJournalJulywg, 01Batt coin I s Boomi
https://www.wsj.condrticlesivhy-bitcoin-is-booming1499638932

63 Willliam J. Luther,Cryptocurrencies, Network Effects, and Switching GodescatusCenter Working Paper No.

13-17, July 17, 2013, pp.-2, athttps://papers.ssrn.cosel3papers.cfm&bstract_id2295134

64 Data retrieved from bitcoin.com, https://charts.bitcoin.corfc/charttaily-transactionsat
https://www.blockchain.corohartsh-transactionstaysAverageStrings onMarch 10, 2020.

I nt ernal Re ve nlR&VirtSat Guvenoy GuidanceR \dirjual Cufrency Is Treated as Property for U.S.

Federal Tax Purposes; General Rules for Property Transactions’Apply o t i -21¢ Magclo 26,42014, p. 1, at
https://www.irs.goypubirs-droph-14-21.pdiHe r ei na ft er I RS, “Virtual Currency Gui de
66 Office of the Director of National IntelligencRjsks and Vulnerabilities of Virtual Currency: Cryptocurrency as a

Payment Methad2017 PubliePrivate Analytic Exchange Program, 2017, ppl¥1athttps://www.dni.govilles/PE/
Document3—2017AEP_REsksandVulnerabilitiesof-Virtual-Currency.pdf

67 David Yemack]s Bitcoin a Real Currency? An Economic Appraidédtional Bureau of Economic Research,
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Whet her cryptocscCcakaklhat nggt e msapaeity can be 1inc
effective way wiltihtowwt uh®Ats tpdfeasfaimtc,t itomea technol o
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The energy consumption required to run and cool
mining 1s substantial. Some estimates armdicate t
comparthéenfedssmall couflftmyadduth nsaifiabagdest
about whether crymwtibdumoenaceteftiion g npmaytrhehmt esxysst e
suchelheglgy consumpt i onne gcaokutlede nrewthiattieeisnnt he gphr i ce
mar ket transactiolnectsmichi tay, pmayx hmaesti nfgul Il y refle
pollution from electricity production.

Working Paper 19747, December 2013, pf, 2thttps://www.nber.orglapersh19747

Bureau of Labor Statistics, *Dahttpsh/databls.gotimEserted/es & Calcul at
CUUROO000SAOL1E@utput view=pct_12mths

69Kyle Croman et al.On Scaling Decentralized Blockchains: A Position Pap&ernational Conference on Financial
Cryptography and Data Security, Christ Church, Barbados, February 26, 2bttpsatink.springer.consbntentpdf/
10.1007%2F978-662-533574_8.pdf

70 See discussion iGRS Video WVB00200Understanding Blockchain Technology and Its Policy Implicatibgis
Chris Jaikaran

“Karl J. O’ Dwyer and David Malone, “Bitcoin M™MEming and Its
Irish Signals and Systems Conference, June 201486285, athttp://eprints.maynoothuniversity.69091/DM-
Bitcoin.pdf
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Possible Need for New Intermediaries

I nengeral, when a buyer of a good or a service pr
anot her,t hercsoaumtai on is irreversible Ahtdhemagl to a
cryptocurrency platform validates that the curre
does not validate that a good or statwtdaechas bee
it will involve s omepadretgyr eaen do ft hter uostth ebf%e towe ean tornue
For example, imagunehacbhblectngheeste¢m from a se
the country for oneertrBsittchoei nBi tlcfo itnh eb ebfuoyreer sthrea nhsaf
she takes on the risk htehtadt ehnehrd ¢ & htiheeh abpupybehre d ¢ ve r
would have little, 1if any, recoursktuydrownhasgssely,
tranegeflBf heoasns,utithees r i sk that the buyer never wil/l
risks could act as a disincentive to parties con
transacticomulidnddyphaswbridrndiyedg di wamtofisexmclmange.
me nt i on &Bda nikns :t hTer a n Bhfreorurgihn gl n¥aekbrunteidoina,r iseesndi ng c a
someone in anothesimod¢atri pnmoptesmentwhich historic
using a trusted intermediary.

In respons e steov etohmibsa npireosb loefnf,er cryptocurrency es
the escrow companygrhptdsuthenbyyantil delivery i
the escrow company pass tAld heamyygrhtsocc wrwr esrecry iacret an:
enable partide twhhws totchaealwimsteher to exchange cryp
servtitesuse of such services rpamtyoidutces me¢ hica my
cryptocurrr e nAsy wirtahn stahcet ivosnes .of i ntermediaries 1in
transactions discussed above, baontshaat bawewo wmlndl a
have to trust that the escrow company will not a
adequately proté&cted against hacking.

For cryptocurrencies to gain widespread acceptan
traditionatientenemwdprocedures and intermediarie
section may first need to achieve a sufficient 1
publfi cryptocurrencies ultimately fagqetrentheir
money, quaes taibiomst whreetchwirdetheamst s their original p
Potential Risks Posed by Cryp
Policymakers developed most fimancial 1laws and r
growth odrcawpiteos, which raises questions about
approparnidateefliyddr ensl yhe risks posed by cryptocur
commonly cited risks include the potac¢reticali mi hat
activity and the lack of consumer protections ap
cryptocBPachtte syei sr idsiksscussed bel ow.

2Steve

n Goldfeder et al., “Escrow Protocols fborPLpegmptocurr.

for 218 International Conference on Financial Cryptography and Data Security, Sliema, Malta, April 3, 2017; pp. 321
322, athttps://link.springer.concbntentpdf/10.1007%2F978-319-709727_18.pdf Hereinafter Goldfeder et al.,

“Escro
BGol df

tn)

w Protocol s.

2

eder et al ., “Escrow Protocols.
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Criminality

Money Laundering
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addition tso dliwl ietnifeose cteaneimty ¢ ¢ thieg gover nment
bject cryptocurrency exchanges toThegulation
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am®XCha‘lag @ reerms goammgsebda s iinne etxhcelea wgfrt ual currency for
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74 Richard Wright et alless Cash, Less Crime: Evidence from the Electronic Benefit Transfer Prdgagional
Bureau of Eonomic Research, Working Paper 19996, March 2014,-ppafhttp://www.nber.orgdapers/
w19996.pdf

ls and terrorists are tmbobkbdlckehyasoangoad

avoid establishing relationships with an
heyahtiunmdedmign@nrde poo mpl”Samee obsguivee ment s
d t hat tdheec epnsteruadl oinzygnplot umsa tamnmrde n oy ©r ans act
y provide a means for crimidFbs to hide
a mp loei,n Bwatsc t he c umtreetmmeyte di,s eidl loammgalhedr ug mar ke
l k Road. ThiBsi tmaorikne tepslcar coewmesmed VtOhacd) 6 @ ci 1 i ¢ ga kb d
ug fsolme s pproximately Jaamtwmawli @) [t nme nOleés bhpeve -
wnhe website and arrested the individuals runn

cijbetcwuse the benefits 1t providteiso ncaolu lcdr iemec e e «
cilitated by cryptocurrency. In addition, 1aw
ate the use of cryptocurrencies for the pur

f
i

i vely e atshyi st oc hoabrsaehrevdep,if silasinidte oc d m wbenf or ce me n
p
ocurrency platfor m, l aw enforcement can exe¢e
i
rtroecnucy public key with a "€arytpaior uacmryemtcyc e
provide users withbgusoedt ¢t eadmodwmihinsptl lojga ® sot

h

T

part ment (Of Ftihnea nIcrieaals uCrryi mes Enf or cement Net woi
idance e xpriedgiantiimg sh aw pviiyr ttuoa It-hacu tukseemcoitf@d at r e f e
o a broader class of el ectr.onFiicn GifoMi ehya st hiantd iicnactl

“Dominik Stroukal and Barbora Nedvedovad, “Kiytbeaispaamrd Ot he

Fourth Business and Management Conference, International Institute of Social and Economic Sciences, Istanbul,
October 12, 2016, pp. 24Z05.

®“The U.S. Attorney’s Office Southern Distrihe 68i Nkw York
Road’” Website, Found Guilty in Manhattan Federal Court on
https://www.justice.gowsaesdnyprirossulbricht-creatorandownersilk-roadwebsitefound-guilty-manhattan

federatcourt

“"Shira Stein, “Law Enforcement Adap tBloombergBNAJumne®2, Cr yptocurr e:

2017, athttps://www.bna.contdw-enforcementidaptsn73014460761/
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umber of thbhiel Icsr irmei lnaatl e du steowamfy sic mopfip dt vhiemwg r e n ¢ i
lgoyeof mentto aggkdhpd eebshlaevhe s e e n  a6'cT@oinognr eisns t he
H. R.woSubl d esltmdbdpesthdeamt Financial Technology

e s
11

Combat Terrorism and Illicit Financing whose
and annually reporting on the use of new fin:
currencies (a broadd¢hac]l anclafles]l ectypeéwicar mer
in terrorism and bt hwoulitlhlea tD¥cop adrcttneewnitt ioefs t h e
Treasury to provide a reward for a person wh
the conviction of an 1indifvidduwalt ailn warlrweed cwietsl

H. Rpas6sed in the House on Januwuary 28, 2019.

H. R. w@8@Bh d edeex i sItti mrga genc yto TMosrki tFoorr caen d
CombaTraffickdamga titohiaptecil fnadrem® mmended changes,
if necessary, to existing statutory law to mc

laundering relating t o osnesv,e rweh efroer nssu cohf ntornaefyf i
laundering involves the wuse of "dmerging techrt
was ordered to be reported by the House Commi
7, 2019.

H. R. wd@®&8idrect the Departms@fffiode Hofmel and Secu
IntelligenceasastwbsAPDbedt Dyt oaondividuals wusing

currencacsysoppraedsscofdti pmssed in the House o
January. 29, 2019

H. R. w6 0&Q2idrect the Government Accountability O
he use of wvirtual currencies and online marl
t passHod sien otnhed anuvary 28, 2019.

t

I

H. R. wloduH4dend the duties of the Financial Cri
Net worikncl uding bgoompdicn £tyd nignttchmatatitonal ly o
involving emerging tedhnoplaicgy dantd ev iHotuwsal omu 1
March 11, 2019.

S. #Wo8u2l d establish, within the Department of
and thd DBicgintomy withwknoamepnemhaddidmg i e s
““Unternational efforts to protect financial i

Department of the Treasury FinancApapll iCeraitmeosn Eonff oFricneGieN’ts N
Regulations to Persorgiministering, Exchanging, or Using Virtual Currengfes EF2018 G001, March 18, 2013, at
https://www.fincen.gowitestiefaultfiles/sharedFIN-2013G001. pdf

7931 CF.R. Part 1022, Subpart C.

80Jennifer Moffit, “The Fifty U.®inATMiRadaduy 2% 2048, afr ypt o
https://coinatmradazomblogthe-fifty -u-s-statesand cryptocurrencyregulations/ Her ei na ft er Mo f f
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States.?”
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exchanges frbwa s ydbrederntcdd ftta be reported by th
Foreign Relations on December 18, 2019.

Tx Evasion

As with money |l aundering, individuals could pote
platform (and thus avoid generating records at t
for hiding inconftT hfer opno tteanxy padubtchfioprrietniceys .use i n t a-
illustrated BWhet Hamtadirfhfad lc BRI )v eenxupee rSieer nvei ecde, as lea
identifying individuals who owed taxes on crypto

ThleRISas issasmed gunding thae varperaoupdetirstcyopposeide ¢ o

curr)fomcytax pnuerapnoisneg users owe taxes on any r1eal
of virtual currency, including wWiHeometvleey ushe riet i
a lack of clarity surrounding whether and to wha
from cryptocurrenByy Monv etnhbeeirr 2t0alx6 ,r etthuer nIsRS had ¢
cryptocurrency gainsfivwedrien gb etihnagt ubnedtewereenp 02rOtle3d ,a n
900 tax returnsPAdedharded meychrgpitmcurrency excha
reporting transaction informatpomac¢odithgs [RE3i 8o
Coi nbtalse lcarrygpetsotc ur rency e x crnhiatnegde—sSetpadtrieastgi t @ i n t h
compel 1t to turn over c¢us tdoenmeerr minnfeo rtnhaet iaomo usnot st
taxpaye*Csoionweads e resisted turning over the infor:
agaitimn NovemBCai mialt7elf3i,e0d0 0 customers that it was
information in their adaodmigygtB® l1dRBEplsenwi lketttla
taxpayers with cryptocurrencgntirahsygchadnsenotl met
reporting requirements (although the ITIR¥® did not
The prevalence of using cryptocufhenkayngwageooid
certain var irast itohnes IoRfS$tthheen Il1ReStntdei d anet’ t hi nk t hes
failure to p¥Fvemsinn¢e¢andeds owhdre the failure mig
clear 1f money 1l aunder.i nRigitwhaesersttloa sp miama thya vmo thie e a
to profit from cryptocurrency, and then not payi
8'David Voreacos, “IRS Cops Are Scour i BwombargfFebtuary8Accounts t o

2018, athttps://lwww.bloomberg.coméwsarticles201802-08/irs-copsscouringcrypto-accountsto-build-tax-
evasioncases

821 R SVjrtuaf Currency Guidance”

Note: The guidance further indicates that when an employee is paid in virtual cuttenpgymentwill be taxed as

wages CRS was unable to find evidence that any substantive number of workers are being paid wages in

cryptocurrencies; thus, this report €@es on the capital gains tax obligations.

83 United States v Coinbase, Inc., et al., Case N@\AiJ1431JSC, United States District Court, North District of

California, filed on November 28, 2017

84Russell Br andom, “Bit c oiTnh rSeeer vYiecaer sOrodfe r BFhdeVergeR eHcaonrdd sO vteor I RS
November 29, 2017, &ttps://www.theverge.cord016/11/30/13799638¢0inbasebitcoin-tax-fraudinvestigationirs.

8%Russell Brandom, “Coinbase Or dé¢heVYedgeNovemiRee29 2017,atl 4, 355 User s
https://www.theverge.cord01711/29/167174164scoinbasers-records

8%Kate Rooney, “The IRS Is Warning Thous aG@GNBG Juy?6, Cryptocurre:
2019, athttps://lwww.cnbc.con201907/26/rs-is-warningthousandf-cryptocurrencyholdersto-pay-their-

taxes.html

8Christian Borek and Allen Sullivan ErstoCompMwitiSUSViaxns Over 1

Ob 1 i g aJDiSupraAugust 5, 2019, dittps://www.jdsupra.cortégalnewsits-warnsover-10-000-virtual-
currency 74247/
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primarily seeking to hildeadagepdetipdegmmi e mmamad hor
as a st onmracy @ffahkeml aepoor instrumenfifnfeddihisesnpurp
prominemty pU.oS.urr emaye mexrcdhlalnjgessubmi t customer anod
certain cust omeervse ttthdeiefl ieescsi RSy t he I RSstxpredience
mo swe-k hown cryptocurrency exchwhgeekhayosaggdstt &l
mi glhotok to cryptocurrency as a possible avenue.

Financial Sanction Evasion

Al t hougwmt sitdd st he scope of thisrsepoot ,cannbt hema
want to move money or assets while avoiding enga

could be to evade financial sanctions. For examp
digital currency wiitnhg tihte tsot aetveddl leie nUtgeSmvte iscamm € at fii ©uns
of ITran and Russia havase®Wpbtsmoedei nhéovpematinndo
potential wuwuse of c¢cryptocur rCRaSc ilens Ftooc MdsygdldFe 10f8i2n5a, n
Currencies: SancthynRBe Eovasd oM. RWNeslksson and Liana

Cons umer Protections

Al though there is no ovdmamedwpwagi fegal hyioanmod a
providing coms uimygptprmée kmtmeesoms umer protection
and roergyu laauth h o b ot h casnhde Isfaeaatdes ad ppl i cable to crypt
ether these regulations adequately protect con
unnecessaril topbisensdi pas o Mthasdekattd. on will examine
ns pmet carnpiroenase g 1 nmeenl tast e d etb i tsteddse .s e

related concern has to do with whether investo
i tial ceowhrrefiheciompani es developing an applica
yptocurrencies or other di gbiet auls eollra dbvniorhthuearla pcpu r
a t—foocrrny pt ocodwrmrrievmca yi vaerse caodnetqruaacttesl y i nfor med of
om Hoawmsw er, this secondary use of cryptocurrenrn
om the use ofmocnreyypttmenwlondnthessaope of this re
aminations oCfRSt hReespeo ri€CaqRidd522 IdMaeg ket s, Securiti e
| at ed P,olbiyc yB vi@RsSuueRse p drl§e R 153t i es Regul ation ar
in Offerings:bA LeyaB. PSSy ey

OXNe® —HrHoT 0~
Om»™= "= —»"= 35

Applicable Regulation

No federal consumer pr gerewptiomnu rlHaemtedvipecerswa i cally
crtypcurrencies are s ocladn seaxbcyhratcndgceud ,r enrc ymaerxkcehtaendg e
crypt oeruerlraetnecdy tbou sgienneesrsaelsl y applica¥Fer consumer p

8Rathel l e Krygier, “Venezuela L a WashihgtosPosEabeuary 20,2018,at, ° 1t s Cr yp
https://www.washingtonpost.comg@wsivorldviewsivp/201802/20~/enezueldauncheghe petraits-cryptocurrency?
noredirecton&utm_term=484ce5cc65ch

8Anthony Cuthbertson, “Iran Plans NaThelodepeindenBugystip?2®,ocurrency
2018, athttps://lwww.independent.co.uifé -stylefgadgetsandtechhewsiran-nationalcryptocurrencyus-sanctions
bitcointrumpa8512596.html and Max Seddon and Martin Arnol d, “Putin Con:

t o Evade FHRnancial TimesJanuary'l, 2018, attps://www.ft.coméontentb4d026d8e4cclle?97e2
916d4fbacOdasegmentld§132a895068 7ddc4cecalabfa5c8378

%0 This report will focus on consumer protection laws eRtally applicable federal or state civil and criminal fraud
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examPpe¢etion Boder aolf Trhaede P C b ddbB)idsesciléam € air or
deceptive acts or pr atutnilcaevsf viln weomrd adfdipe cKa dgr « lo mT
Commi ssion (FTC) mtmog<pmpafamdens peemgad gi mgndin such ac
pracincescema WBE@rbagongmbaf or acmdmtns against
ryptocurr eancdy mpirnoimmog e@ psd o awpiiodileats i afl Section 5(a

n adlitbdnXhdrPagdAmhtConsumer Financial Protect
CFRR)rtain rulemahidngnfougémentdory, to 1implement
ertain federal comsmamecs fmamnthmdml devsephate, 0
cts and%®phreascet iacwtsptdoyiat ibersoad range of fjinancial
dt heyguably could apply to . .cttAjptt bk uCERB clya £ xcdita
actligpxeeeadegul atoryraegahertiypptowhkhairmenc,y tihnedustry t
agemsesyaccepting eclraytpetdo ccuornrpel nadi wignsd i acnadt epdr ei vti owwsull yd
enforce consumampfiiopasratal 1 aws

Bo tthhe FTC a nhda vteh envagdFeP ®Bbd emat i onal material, such
advisoriesonsomeducabeut potential risks associa
crtypcur tencies.

[ B ¢ IO e N ]

In addiltiseam,t es have laws against deceptive acts
enforcement authorities that -rceoluatde d & wesxiemecsi sseesd.
Addi tciomadmer protaemdpipddst geneyplbwmurtdrecystaxtxaeha

letdhlrough money transmissi o¥Molnaewys tarnadn slnmictetnesrisn g
including cryptmowmbtanany appdhiamndpds state 11icense
regulatory abdgi meos thpplmomey transmitter 1industr.y
o p e rFaotre .e x amp1l e, money transmitters -gesakrally mu.
investments -awhli ¢ lkrie@mt ¢t ob oannd si nsur ancewlpdd i cy t ha:

statutes are beyond the scope of this report.

“See Federal Trade Commission (FTC), “FTC Shuts Down Promo
release, March 16, 2018t https://www.ftc.gowewseventspressrelease01803ftc-shutsdown-promoters
deceptivecryptocurrencyschemes“Operators of Bitcoin Mining Operation Butterfly Labs Agree to Settle FTC

Charges They Deceived Consumgrd  pr e s s 1 e |l e a saen, dpFRebelopenSettles ATE and Rlewl 6

Jersey Charges It Hijacked Consumésones to Mine Cryptocurrency” press release, June 29, 20
https://www.ftc.gowiewseventspressrelease201506/app-developersettlesftc-newjerseychargest-hijacked

9215 U.S.C5511

®Consumer Financial Protection Bureau (CFPB), “CFPB Warns
Complaints on Virtual Currency Products and Services,” pre
https://www.consumerfinance.g@aboutushewsrooméfpb-warnsconsumersaboutbitcoin/.

“See CFPB Con s uRisksiTo Codswmers Pased by Virtual Currencieds August 2014, at
https://files.consumerfinance.gé\201408_cfpb_consumadvisory_virtualcurrencies.pdfand Elizabeth Kwok,

“Know the Risks Before Investing in Cryptocurrengiés Busiress Bloga blog of the Federal Trade Commission,
February 16, 2018, &ttps://www.ftc.gowewseventsblogsbusinesshlog/201802knowrisksinvesting

cryptocurrencies

®Nicholas Gess and Andrew Ray, “State Attorney®Al General to
Things FinRega blog of Lexology, July 31, 2018, l#tps://www.lexology.contibrary/detail.aspx@=baaab9foaf12-
49e699d5b063b0e61533

%Matthew E. Kohen and Justin S. Wales, “State Regulations
Carlton Fieldslnsights June 28, 2018, attps://www.carltonfields.corimsightspublications2018ktateregulations
onvirtual-currencyandblockcha
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notcerieviemotnheeys s afeguards for customers 1in the ev
was to be Y sent to them.

Ar gumehha€tur rRmdt ect i ons Are Inadequate

Certain observers asseretsiutslHcdetyp tciobnlseu nteor sb emanyg bdee c
mi sinformed when de®Cipgtoaucregpecypycusrancdleati ve
and cons mmea sf anmiyl i ar with how cryptocurrencies
val®iThis unfamilaaconhe audedn knmeoawni hnagrlgye d e xcessi ve
when using orycpuxarhcdacgemsg cd yeplt omudtnrcu ee;ovra l u e

unawar gos B itbhd ity or 1 iekleelcithropondd co fi bhlsofstso fo fa cvcaelsuse
cryptocurrency dues stoocilaotseidn gp uobri®ifmo ragdedtpttiinogm tae a k e
feature of cryptocur r,e nwhyl cthr acnosnfbedrnst eiasv siirtrheovuetr s i
recourse in certain cryptocurrency transactions.

Alt hosghedaral 1| a wsi natnedn dreedg wi mamepirrsantschc ta s t hos e
descr ibpepdl iicna bl ¢ & Re)g adloa taipopnl y t o cterratmsi,anc tciroynpst o c u
ot her s .fHoanye nooft atwhso saen d trheagtu ldaot inoontsa wseprercei nftilcya lalpypl y

designed to protect consumers ,engagwidr d nc ¢rthtea ied e
disclosures about the atncddleqqaranésfenantderbetrensas
certain ciFocumxtanpdes the Eleft iBRBR;(LEundS Tr ansf
63)0equires traditional financiakfensttobumakes en
certain disclosures about fees, correct errors W
liability in the evi¥®hn g dEnFailia lp,tr badpepicetatté ppt yns fer s
to cryptocur gbeenccayussteer dtrhacadwtaindontsom s vol ve a financi .
defined i the EFTA.

The application of state laws and cometimer prote
uni form, and the stringencH®Thifarieamdaidlad icome actaen av a

situatiocno nisnu nmehrisc i n st ates aii¢nha dreeqluaattievi eyl yp rloat x c

If Congreusradamci donsumer prpotldcttpicomuplsdi mimec li ndied e g v
extending t hcee racphpelaitfcnastnlii odnr aonfs f er protections to

97 Conference of State Bank Supervisors and Money Transmitter Regulators Assotlai@tate of State Money

Services Businesses Regulation and Superyisiag 2016, pp. 4.0, athttps://cca.hawaii.godfi/files/201606/CSBS

MSB-Regulatiornand Supervision.pdf

%8 For example, see Office of the New York State Attorney Gen¢iralial Markets Integrity Initiative Repart

September 18, 2018, pp:65athttps://ag.ny.gositestlefaultfilesivmii_report.pdf

PAndrew Gomes, “Hawaii Considers Goverpmeotdaechnologiacch22Cons umer P
2018, athttp://www.govtech.conpolicy/HawairConsidersCryptocurrencyConsumeiProtectionBill.html.

00C F P HRjsks to Consumers Posed by Virtual Currencigs A u g u s https:2filed.consumerfinance.gév/
201408 _cfpb_consumexdvisory_virtualcurrencies.pdf

10115 U.S.C81693c,81693f,81693g.

1025eeCRS Report R4333®Bitcoin: Questions, Answers, and Analysis of Legal Isdme&dward V. Murphy and M.
Maureen MurphyTheElectronic Fund Transfer Adf 1978 P.L. 956300 d e f i n e financidhimstituti@¥r nt o

mean “a State or National bank, a State or Federal savings
Federal credit union, or any otherpersoh o, directly or indirectly, holds an acco
U.S.C816938(9).

108Mo f f1t, “The Fifty U.S. States.?”
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cryptocurrency exchanges and service providers a
authorities to r.egulate those businesses

Ar gument €uilheht Re gmhaetwtiesBuikddns ome

oponenosuvnfenciyps have asser thowdt athea tc arhseu meprp | i
otection regulatory regime tonecrkpsgoterrency e
at cerd¢gu hampplainceca bl e t a rdechseistgem ecalxdadlkaensgease s ent e d
raditional money trahlsanwissg ofhi atr amomey itomsbd is
cation and pickedFop @xaampdehet hkopatevoously T
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Monetary Policy Consideration
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Law, August 8, 2018, dittps://moneytransmitterlaw.co@91808/08/coinbasewyoming-moneytransmitterlicense/
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Libra: A Controversial, Facebook-Led Proposal For a Global and Widely Accepted

On June 18, 2019, Facebook announced that, with 28 other members, it had foundebtriié\ssociatjomhich
planned to launch a new cryptocurrency, callgdralll The asociation released a white paper that outlined

challenges faced by other cryptocurrencies and deliver the possible benefits of the technologygmszalé!2

Cryptocurrency

b chardcteristics and described its goal of creating a cryptocurrency that would overcome some of the

Dong He, “Monké¢ abiyg iPlotériatiosatMometany Fund: Finance and Development. 55,
no. 2 (June 2018), p. 15, latps://www.imf.orgéxternalpubsft/fandd201806/centratbankmonetarypolicy-and
cryptocurrenciedle.pdf

Tony Yates

) Bank of England economist, “The Consequences

He a d O nAlphavilfe fa bldig in theFinancial Times, June 7, 2017, atttps://ftalphaville.ft.con201706/07/
2189849%uestpostthe-consequecesof-allowing-a-cryptocurrencytakeoveror-trying-to-headone off/.

MWFederal Reserve Bank of St. L o u-tiniform Cursencies andExchangeRated > s Bul 1 a
Chaos,’”” press r chitps:Hhwww.stlouiefedyorgewsrelea2e@01805/14bullard-non-uniform-
currencies

MJjuliaBoorstin “Facebook Launches a NeGNBQClugedd 20ematr ency Called Lil
https://www.cnbc.con201906/17facebookannouncedibra-digital-currencycalibradigital-wallet. html

112 ibra AssociationLibra White Paper June 18, 2019, attps:/libra.orgénUSAhite-paper/

Congressional Research Service 23



Cryptocurrency: The Economics of Money and Selected Policy Issues

President Trump and Treasury Secretary Mnuchin raised concerns about the Libra ptdgstid several
Members of Congress during Senate Banking Committee and House Financial $S&owmoeittee hearings,
although some Members were more wetoing of efforts to advance financial innovatistinternationally, the G
7 finance ministers and central bank governors
as well as wider policy issues, which both need to be addressedl®fos uch pr oj ect sii5¢ a1
Subsequent|yand reportedly in part due to the level of official scrutiny of the project, several prominent
members, such as eBay, Mastercard, PayPal, and Visa, withdrew from the Libra Assétiation.

As Congress conders its policy options regarding Libra, ther o p ofigueelis@rscertain. The Libra Associatio

still has to develop the systems necessary to create, distribute, and allow payment in Libra. Furthermore, it
stated it will not make Libra availableunt r egul at or sd ¢ébncerns are add

Central Bank Digital Currencies

To date, governmengesndiVehbyubéeacdceptedy involyvw
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BMa kini Brice and Eric Beech, “Trump Blasts Bitcoin, Faceb
Re g ul aReutermyly, 17, 2019at https://www.reuters.corafticletis-usatrump-cryptocurrencyfump-blasts
bitcoin-facebooksdibra-demandghey-facebankingregulationsdUSKCN1U701] and Steven MnuchitWhite House

Press Briefing by Treasury Secretary Steven Mnuchin on Regulatorg isseciated with Cryptocurrency

Department of the Treasury, Secretary Statements and Remarks, July 15, Rap8;/&tome.treasury.gawws/

pressreleasesm731

114U.S. Congress,e&hate Committee on Banking, Housing, and Urban Aff&girs,ami ni ng Facebook’'s Propo:
Digital Currency and Data Privacy Consideratigrisl 6" Cong., ®'sess., July 16, 2019; and U.S. Congress, House

Committee on Financial Servicdsx a mi ni ng Foposer Erypbokutrency Bid Its Impact on Consumers,

Investors, and the American Financial Systédas" Cong., ®'sess., July 17, 2019.

15 Francois Villeroy de GalhyThe Role of Banking in a Sustainable Global Econddayk of International
Settlements, Geernor of the Bank of France, speech at the World Conference of Banking Institutes, London, UK,
September 17, 2019, lattps://www.bis.orgleviewt190918a.htm

118 Erin Griffith and Nathaniel Poppef,Facebook’ s Libra Cr ypt oc ufherNemYok Faces Exoc
Times October 11, 2019, &ttps://www.nytimes.cor2019/10/11kechnologyfacebooklibra-partners.html

YBenjamin Bain and Austin Weinstein, “FacebBlaokber§ays Libra
July 15, 2019, atttps://www.bloomberg.coméwsarticles201307-15facebooksayslibra-wont-launchuntil-
regulatorssatisfied

118 Bank for International Settlements, Committee on Payments and Market Infrastrucamga) Bank Digital
Currencies March 12, 2018, pp.--2, athttps://www.bis.orgfpmifpubl/d174.htm Hereinafter Bank for International
SettlementsCentral Bank Digital Currencies.

119Bank for International Settlemententral BankDigital Currencies.
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Potenti alofBeCeenftirtasli Bank Digital Currencies

Nu me roobusse o ¥ gtels@B DCsoul d pewntvdide Weme Extasmpl e, S 0o me
proponents extend the arguments related to crypt
traditional 1 e g;thceyxyosnyttsehmedtmnst rtaol (bBathbkes tceocuhl ndo lusgei e s
underlying cryptocurrencies tsou pdpeoprltoeyd ap afyansetnetr ,
sys t% m.

servers have speculated that a CBDC could take
di vidludlasc dcwowurthtos directly at the central bank.
this way could increase systemic stability by 1in
Be cacuosnes umers would have the altadrtrattihwee cefntsrafle
bank, commer cliialhealven K so wduled interest rates and
to attract deposits above any deposit insurance

Potential dCthaCdrtnigaels Bank Digital Currencies

One of the maiinns ta r(BuDi(esn tnsa daegaby critics, includi
of ficials, fcsomplatl itnhge rde’fhiosn ssamahed nwedency, as
and private banks already operate trusted electr

easy, and inexpen¥Theppoaenfsrargifimvahat¢f ar 1@ BOIT

individual direct accounts at the central bank w
expand cenptel i Mphboksdiomg olfi loweoldsl stharfst t heir depo
away from private banks ftwhwacrhd weoeun tdr able -tra mk fcei, g i
backed 1.i qheipdr iawsesdetof t his fwWonlHlawneg,t priedutcece btamek:
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avoid a reductio® in credit availability.

In addition, skeptics of CBDCs object to the ass
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120 Hence the more general nomenclature of central digital currencies, as opposed to cryptocurrencies.
21 For example, see Bank for International Settleme@estral Bank Digital Currencies.

122 Eswar Prasad;entral Banking in digital Age: StockTaking and Preliminary Thoughtblutchins Center on
Fiscal and Monetary Policy at Brookings, April 2018, p. 1tgts://www.brookilgs.edwip-contentiiploads2018/
O4d/es_20180416_digitalcurrencies.pHiereinafter Prasafentral Banking.

1Al eksander Berensten and Fabian Schar, “TcasefoCase for Cent
Central Bank ederplResetve BankeohSt. Loeis Revieal. 100, no. 2 (second quarter 2018), at
https//research.stlouisfed.omiblicationsfeview/201802/13the-casefor-centratbankelectroniemoneyandthe-
non-casefor-centratbankcryptocurrencies/

124) ael Brainard Cryptocurrencies, Digital Currencies, and Distributed Ledger Technologieat Wie We
Learning?,Board of Governors of the Federal Reserve System, May 15, 20tt&sat/www.federalreserve.gov/
newseventspeectfiles/brainard2018051& pdf

125Bank for International Settlementsentral Bank Digital CurrenciesMarch 2018, p. 9, dittps://www.bis.org/
cpmifpubl/d174.pdf Hereinafter Bank for International Settleme@sntral Bark Digital Currencies.
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Prospectus

The future role and value of c¢cryptocurrencies 71 ¢
questionse abwriateitlhieteyy t o efhedtyi sehryeandheefimei i
money and displace existing money and payment sy
cryptocurrencies will become a widely wused payme
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concernsadalbeoguetd facilitation of c¢cri me, the adequ
engaged in cryptocurrency transactions, the 1leve

cryptodpontentyal effect on monetary policy.

CRS Resources

Table 1. Selected CRS Products Covering Cryptocurrency Related  Issues

Topic CRS Product

Brief Overview of Cryptocurrencies CRS In Focus IF10823L QDQFLDO ,QQRY D W hyRb@vid" .
W. Perkins

126 Bank for International Settlementsentral Bank Digital Currenciep. 16.
127Bank for International Settlementsentral Bank Digital Currencigegpp. 1112.
128 prasadCentral Bankingpp. 1920.

129 Bank for International SettlementSentral Bank Digital Currencie. 14.
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Blockchain Technology

Central Bank Digital Currencies

Crypto-assets and ICOs: Policy Issues

Crypto-assets and ICOs: Legal Issues

CRS Report R4511@lockchain: Background and Policy Iss@#sis
Jaikaran

CRS In Focus IF114®inpancial Innovation: Central BartkIDigi
Currencie®y Marc Labonte, Rebecca M. Nelson, and David W.
Perkins

CRS In Focus IF110(8inancial Innovation: Digital Assets and Initial
Offeringsby Eva Su

CRS Report R4522apital Markets, Securities Offerings, and Rele
Policy Issudsy Eva Su

CRS Report R4530Kecurities Regulation and Initial Coin Offerings
Legal Primeby Jay B. SykeSecurities Regulation and Initial Coin
Offerings: A Legal PrinhgrJayB. Sykes

Cryptocurrencies and Financial Sanctio CRS In Focus IF1082Bigital Currencies: Sanctions EvasigrbiRisks

International Approaches

Rebecca M. Nelson and Liana W. Rosen

CRS Report R45440nternational Approaches to Digital Curtdngcies
Rebecca M. Nelson
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David W. Perkins
Specialist in Macroeconomic Policy
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