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HIPAA Privacy, Security, Enforcement, and Breach Notification Standards

The Privac Rul e, which was pr oRmurltgaahtieldi tpyu rasnuda n t
Accountability Act (HI PAA) of 1996, comprises a
personal health information. The Privacy Rule ge
information createdndngrmaideasnefi bgpapanhercsaraea,
to as covered entities The rule establishes cer
and obtain'saheapy hofi nd me mati on; describes the ci
entsi tairee permitted to use or disclose health inf
pl ace administrative, physical, and technical sa
unauthorized access, use, or disclosure.

Broadly speaykiRul,e tphreo hPirbiivtasc a cover‘pdotedti ¢eg fr
heal th i"ffPéll naexcept as expressly permitted or,
The Privacy Rule describes a wide r angeusoef ocri rcu
di sclose PHI. In so doing, the rule seeks to pre
have traditionally exercised when using or discl
di sclosures of PHI tharnea@uier e@tby tthlee wri slee pea mid d
obt ai n’'sa wraittiteent aut hori zati on.

Under the Privacy Rul e, covered entities gener al
treatment, payment, and ot her nmr ootth enre chierad unhs tcaamr
the rule requires covered entities to give indiyv
di sclosure of their PHI. The rule also permits t
activities not ditmeat!| yecgnnecesadarcochtréaw enfor
The Privacy Rule does not specify the types of s
PHI from misuse. That is the purpose of the c¢comp
of tédhgeuasadmi ni strative, physcoecmposeandf tachomicat
standards. The security standards are designed t
covered entity,nestwall dé€etyechoodludeaywyiemelng ment i n
policies and procedures, workforce security proc
access to information technology (I T) systems. E
i mpl ementation specifi catmpdnresme(nit.ien.g, tdeet asitlaend airn
entities have considerable discretion and flexib
The Health I nformation Technology for Economic a
included a sesi ¢t ohemdsld PAAcpti oacy and security
changes were enacted to address the concerns of
HI TECH Act created a notification requirement fo
PHI , siendcrtehae ci vi | monetary penalties for violat
enforcement activities by the Office for Civil F
entities (i.e., companies andec®mHdulttoamted pwit thlke mw
operate) directly Iiable and subject to civil an
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Introduction to the HIPAA Adm
Simplification Standards

The Health I nsurance Portabil i%wasanmd afcctceodu nttoabi |
i mprove the availability and contgtneurim yc aorfe heal t
i nsurance and the use of health savings accounts
in Medicare and Medicai d. Many of those provisio

by other | aws, mo st n oatnadb |Ayf flboyr dtahbd éP aCtaireen tAcRr d tAd
HI PAA also included a seri®gdmifnirsd quitri d&me 5ti anpu n d

to promote ekeepgirroqiiand ecloaidms processing in the
protect the pravabyi o¥Toheméteico®rniac yheof Heal th anc
Services (HHS) was instructed to adopt electroni
administrative and financi al transactions that o
payers ¢gret. gel,i goiakkiil ity, <c¢claims processing), and
electronic transactions to identify specific dia
was directed to adopt uniquepradweindérfg ertsedll tDh nuln
empl oyers for use in standard electronic transac
securityagmamdartdative, phys+talensndetebéani chéc
and confidenthebith ohfereationi and protect it a
use, or disclosure.

HI PAA specified that the Administrative Simplifi
types of entities, collectivebpnsrefé@a)rbdatobhasac
clearinghouses, and (3) health care providers.
Health Information Privacy

At the end of the Administrative Simplification

the HHS Secretary to submitawo eGarcdg rmeang wietthaiin el
recommendations for standards to protect the pri

information. The recommendations were to address
exercising those ri ghttsi,emtndi nufscersmaatnido nd i tshcd to ssuhr ce
or required. L a wma kyeerasr adlesaod |iinncel ufdoerd ean atchtrieneg he
|l egi sl ation. I f Congress and the President were

1P.L. 104191, 110 Stat. 1936, August 21, 1996.
2P L. 111148 124 Stat. 119, March 23, 2010, as amended.

SP.L. 104191, Title I, Subtitle F, Sections 262 6 4 . HI PAA' s Administratiwew Si mplificat
sections 11711179 to the Social Security Act; codified at 42 U.S.C. §81320d et seq.

4 Section 1172(a) of the Social Security Act, 42 U.S.C. 813P@&). Ahealthplani s “an i ndi vi dual or grou
provides, or pays thhtermemanpassed privateand goeeminentplamsadth care T

clearinghousés an entity (e.g., billing service) that (1) receives nonstandard health information and processes, or

facilitates the processing of, the information into a standard formateddar electronic transaction; or (2) receives a

standard transaction and processes, or facilitates the processing of, the information into nonstandard format for the

recipient. Ahealth care provideis a person (e.g., physician, nurse) or entity (e.qq,s pi t al , c¢clinic) who “fu
bill s, or is paid for health care in the nor mal course of
more HIPAAspecified standard electronic transactions. Providers who rely orptityl billing serices to conduct

such electronic transactions on their behalf are also covered. However, a provider who operates solely on a paper basis

and does not submit insurance claims electronically is not subject to the HIPAA standards. 45 C.F.R. §160.103.
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the Secretadybwarseguwlsdtriuean et o adopt privacy stan
recommendati ons. HI PAA stipulated that the stand
health privacy | aws that are more protective of
On September 11,sulb9mi7t,t etdh et 0S eCornegtraersys a fr amewor
recommendations for healthSepreirvaadcyl elgei gsilsalta tvieo np r(
introduced and debated, but | awmakers could not
deadl|l i neaus(ti .2¢el.,, 1MWOP) they had set for themsel ve:
Secretary proposed and finalized a set of health

Privacy of Individually Identifiable Health Information
Recommendations of the HHS Secretar y, September 11, 1997

x  Allow for the smooth flow of identifiable health information for treatment, payment, and related operatig
and for specified additional purposes related to health care that are in the public interest.

x  Prohibit the flow of identifiale information for any additional purposes, unless specifically and voluntarily
authorized by the subject of the information.

x Putin place a set of fair information practices that allow individuals to know who is using their health
information, and how its being used.

x  Establish fair information practices that allow individuals to obtain access to their records and request
amendment of inaccurate information.

X  Require persons who hold identifiable health information to safeguard that informationifiappropriate
use or disclosure.

X Hold those who use individually identifiable health information accountable for their handling of this
information, and provide legal recourse to persons harmed by misuse.

The HI PAA Privacy Rul en wAadmipruibd ti rsdhteidorbyi n hze cCd min
modi fied by the Bush Admieniceompati aocei deAddgunte 2@
entities was April 14, 2003. A companion Securit
safeguard heal uthaunhormatedoactesm, us e, or discl
February 2003, with a compliance deadline for mo
The HHS Office for Civil Rights (OCR) administer
HI PAA esd adil vislh monetary penalties for failure t
Simplification standards, including the privacy
penalties for certain instances indovvdoglthe wr
identifiable health information in violation of
Department of Justice (DOJ) for criminal prosecu
information on the HI PAAnprudaoygy anflosmaturobhyost
and enforceiment activities.

5 Departnent of Health and Human Services, Confidentiality of Individuldigntifiable Health Information:

Recommendations of the Secretary of Health and Human Services, pursuant to section 264 of the Health Insurance

Portability and Accountability Act of 1996, fember 11, 199http://aspe.hhs.goafimnsimppvcrec0.htm

Department of Health and Human Services, Office of the Sec
Identifiable Health Informatio , ” F i n &dderal Rebisgeg2462 5December 28, 2000; Department of Health and

Human Services, Office of the Secretary, “Standards for Pr
rule, 67Federal Registeb3182, August 14, 2002.

"Department of Health and Human Services, Office of the Sec

Final rule, 68Federal Registe8334, February 20, 2003.
8 http://www.hhs.gowcr/privacyindex.html
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HHS finalized a HI PAA Enforcement Rul e in Februa
i f

of noncompliance with the Administrative Si mpl
monery penalties. It covered the investigation j
penalty amount, grounds for a waivler, conduct of

Concerns About the HIPAA Privacy and €

The Privaerwyi aynwydR®lees have been contentious and t
they were first 1 mplemented. Privacy advocates h
rul es HI PAA applies all the Adminibhernhthve Simp
pl ans, health care cl eard+mgthopesresgnalndhdaalatlt i hi rtfa
handled by many other types of organizations t ha
address this issue, HHSheé¢ oPki saepsamwhheBecuar iptr yp mR
broaden their scope so that theypyvaepeldy etnda itthesbu
These actions were further strengthened by Congr
|l ater in thiserklpPAA )sttaon deaxrpdasn.d t h

Anot her key concern is whether the Privacy Rul e
i ndividual privacy and support's ng99 mportant soci
recommendations recoghni zed achye riingphotrst aonfc ei nodfi vbiad
the amount of control they have over the use and
need to permit health information to be used not
treaamdaymenbtuf oal pwrhepases related to health care
intéregt , oversight, research, aw enforcement,
Researchers, in particular, have criticized the
unnecessarily impeding thei rMTahcecsees sc anoc earnnds ,u sseo no
which have been addressed administratively by HF
by the rapid digitizati on eoff emdediadalg oivreframrmmeantti dn
over $30 billion to promote the adoption of el ec
of an infrastructure that allows providers, pat.i
health infor mamproaveé nhevalytsh t h@ifBuguiahi 6oydandt out
realize the full wvalue of EHR wuse, researchers n
from patient records to identify best etremacti ces,
a | earning health care system.

To ensure public trust in the analytic uses of h
concerns must be effectively addressed A |l ack o
have Iimporomatf ompbotclatindi vi dual and popul ati on
individuals may avoid needed care, withhold info
°Department of Health and Human Services, Office of the Sec

Enf or c e rrederal R&gistd8390, February 16, 2006.
10 See footnot® and accompanying text box above.

1 nstitute of MedicineBeyond the HIPAA Privacy Rule: Enhancing Privacy, Improving Health Through Research
Washington, DC, February 200¢ttp://www.nap.edwpenbook.php®cord_id-12458

12 This spending has been pursuant to the Health Information Technology for Economic and Clinical Health (HITECH)

Act of 2009, which authorized Medicare and Medidaitentive payments to hospitals, physicians, and other health

care providers who become “meaningf ul users” of EHR techno
Title XIll and Division B, Title IV of the American Recovery and Reinvestment AQ089 (ARRA;P.L. 1115).
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medi cal condi
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e many privacy advocates view t
undati on aof tphraitv achye prrudtee cdtoieosn s
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r ct digital health information

I
o]
t
f the Privacy Rule continues to
y rtiog ptr esferhveealtthhe daraed ipgri owmiader s
judgment in deciding whether an
eregsurememnt $s heand |l per haps h
iolating it, wildl i mes err
i nformati—bporiexa wi saefamut
ringcahomi ng (oapei patredat t
HI PAA. I n fact, th cy Rul e a
t i
Y

c
[
f
0
0
I
I
$
Vv

e
a
a’
I
h
i

es nor prohibits der fron

s that decision u provider

mber of breaches of el e roni c hea
whose standards are intended to p
ng transmi¥$Bhsetna nfdraornd so naer el otceact hi noonl
al abl e, based on t heowiezeedand c¢omp
considerable |l atitude in how they

ssed some of the concehesHabbuhb th
chnology for Economi™®Thand Clinical

CH Act expanded and strengthened the privacy
essing enforcement of thetsfaodaide Baa

dubyen
formati on Nondiscrimination Act (C
, HHS has made ot hksetratcuhtaonrgye)s atchtri oou

Report Roadmap

This report i
accompanying
as

each rul e

S
e
[

tihret erechedde rt @ oi nthreo dHUi PAA Pri vacy ar
nforcement and breach notificati on
t was originally promulgated. Thos

HI TECH Aand other significant modifications that

Admini stratiywv

(CFR) is pr$&8H@eEH[ i n

e

Bsee, for exampl

e,

and Use of Health Informatio ar e
Med. Inform. Assocyol. 21, no. 2 (2014), pp. 37378.

14 See CRS Insight IN1023Bnthem Data Breach: How Safe Is Health Information Under HIPR&tuary 24, 2015,

by C. Stephen Redhead.

Simplification standards and thei
t

[
he

|l srael T. Agaku et al ., “Concern about
Rel ated to Withholding of Hefnl th | nfor mat

15p.L. 1115, Division A, Title XIll and Division B, Title IV, 123 Stat. 226, 467.

16p.L. 116233 122 Stat. 881.
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An Overview of the HIPAA Priv
d

The HI PAA Privacy Rule established a set of fede
health information. Fi(iste,, ,i theragdqui pedansovdrad'td
c
f

o

earinghouses, and health care providers that
ace safeguards to protect health information
cond, it desaanrcielse dintdree wwihri clhmstover ed entiti es
sclose 'anhieatt ni®Fai@ad hyt i ome rule gave indivic
spect to their health information. &ahoasea right
py of their 'tetdd crailghtnftoa mameémd ,i nac®urate or
d the right to an accounting off certain types

e Pri vacyprRoutleec tceodv elresg PHh ) i nahteetdmaosri armeec ei ved by
vered entity. PHI i s broadly defined as indiuvi
f or+artal ,-b gsaepde,r -etl Fafttf red mites t o the past, present
ment al health or Icontdheéipmowifsiaoni odi véadlutah care
past, present, or future payment "™ or the provisi

The rule dimMehtddés catden st andiadednt iHeiad d hi fi nlf 8 rsne
typestoffiiedesenare removed, or if a qualified stat
determinebsdehatfibaetre®dDea dekti $iedrynsmamhati on t
standard is not subject to theemulé¢i@sdwmahome u
to t hse rreiglué r ement s.

o4 MO0~ QamT
o> SO —m —

General Requirements for Use and Discl

In the br WM DFSBEREBELWY D FRYHUHG HQWLW\ IURP XVLQ.
H[FHSW DV H[SUHVVO\ SHUPIHVNWHE RUpLHRTIXILU S BD\NWKH UXO ci
when a cov&HgdtlLem&iiscl dsse PHI . A covered entity
individual who is the subject of the information
estigatiimlgatpiocrefTioéalt vet d @$ @tvhieccasude of
cumstances SubBeVYLVEIGHE horn tdiisd!llosachHIinst ances
ities can choose whether to use or disclose F
ir own best judgment. Thus, the Privacy Rul e
fessionaly kbaeecisadi whenaluking or disclosi ng
or MUIiIDOQ XVHV RU GLVFORVXUHV RI 3+, WKDW DUH QRW RV
WKH UXOH FRYHUHG HQWNWAIHW RXVQV BREWKIRILQ. D \§ DRVQ HQ W

nv
ir
nt
h e
ro
n f

-5 ~0 0 —

1745 C.F.R. §164.530(c).
1845 C.F.R. §164.502(a).
1945 C.F.R. §164.524.
2045 C.F.R. §164.526.
2145 C.F.R. §164.528.
2245 C.F.R. §160.103.

2345 C.F.R. 8164.514(b). The 18 types of identifilrclude names; physical and email addresses; social security,
medical record, health plan, and account numbers; photographic images; and biometric identifiers.

2445 C.F.R. §164.502(a).
25 |bid.
2645 C.F.R. §164.508(a).
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Mi ni mum Necessary

Thieviacy Rule includes a minimum necessary standa
requires a covered entity that wuses or discloses
covered entity, to make reasonanbilneu ne fafnooruntt o | i n
necessary to accomplish the intended purpose of
circumstances in which the minimum necessary st a
care provider's BHhriog Bre@gatmensupaespbseesndi vidu
request access to their information, any wuse or
and uses or disclosures that are required by oth
I n most i nstances, covered easmdedsdarsy dibethernt minreaetdi
each eparate use or disclosure. The rule instru
procedures governing routine and recurring uses
identifying personshon aategganezabvfopewbhonsewdt
information and |l imiting their access to just th
routine and recurring basis must be individually
PHI necassamplteoeh the® specified purpose.

Business Associates

He
op
pa
ma
Mo

Il ni

Ho
t h
as
W o
co

Au

Th
f o
cr
i n
He
of
Ho

viders routinely
heir responsibil
tivedeprcd ai ms processing, biIIlng, |l egal , act
agement, peer review, quality assurance, accr
t of them need access to at rifeagnt tshwmme oaitnicdnrn
ially, the Privacy “Rubkendsd ods scaodiiearteas leyntridg
ver, HHS in its rulemaking required covered
ugh contracteueaeld reeltdattii cerss wiepse. r@éogwi red t o ol
rance in the form of a Business Associate Ag
d, among other things (1) use PHI only for t
rcac(t2) ainmpl ement appropriate® safeguards to p

alth plans and health care pro
erate as businesses and meet t

r
n
S
|
w
r
S
u
n

thorization

e Privacy Rule specifies the types of informat
Pimnitially, the rule prohibitedgabmpenmingsiaona
ed¢eem@madandhori zation, with a few specified exc
this report, the restriction on compound auth
alth care providers magyh motHIrPARU iarude hamiizradi wind
treating the individual, unl ess the treat ment
wever, health plans may condition enroll ment i

2745 C.F.R. 864.502(b).

2845 C.F.R. §164.514(d).

2945 C.F.R. §8164.502(€), 164.504(€).
3045 C.F.R. §164.508(C).
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an aut hoirorz attao oansa perndo Vi cheat in the plan, if the
PHI for eligibility or enroll ment *Heterminations

Specific Requirements for Use and Dis

neral , oouwsdedsicBddh ort t & 8o fmatrrpeoastement , paymen
hrecad ttihnec ar e oper at*Ao o vweirteld feenw it es tnraiyc tuisce|
rrits own treatment, payment, or health ca
sef or the treatment or payment activities
ties of another covered entity; and
, I f each entity has oishatteasubdlfec

to
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tions on uses or disclosures of
an iuwmdastvitdluatl amap/arrteiqgcul ar medi c al proc
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—~ = T 0D
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,red with other providers. The covered ent
they do, they must abide by % he agreement

N o~t—tun—

decertaimcoméeances (e.g., disclogluicsesd otsar feadmi
om public directories maintain)edPblyeebebgpRt al s
uciorveesr edo eqitve ieseti ndiyvit duabpelse!| oppobmtedmni .
e also permits t hespuscdnfaitré didn aslc | prsiuag rei toyf P
p'a hemd are not directly conn®lchese twsdasheand eat
cl,oswhriecsh aredea $ummmariareex tp ebronxiruibtee do wb, yr eechcegni t i
the i mportant uses madce dcfe al aal tcharien fcoornmaetxita n
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HIPAA Privacy Rule: National Priority Uses and Disclosures
45 C.F.R. §164.512

Required by Law. Generally, the Privacy Rule does not preempt other statutory reporting mand@msered
entities may use or disclose PHI to the extent that such use or disclosure is required by (federal or state) la
the disclosure complies with and is limited to tredevant requirements of such law.

Public Health Activities. A covered entity may disclose PHI for public health purposes to certain specified
recipients, including federal and state public health agencies, and persons subject to the jurisdictiétoofithe

and Drug Administration (FDA) regarding FBégulated products and activities (e.g., adverse event reporting
DPRQJ RWKHUYVY $ FRYHUHG HQWLW\ DOVR LV SHUPLWWHG WR X\
purposest

3145 C.F.R. §164.508(b)(4). GINA (see footn@& prohibitsgroup health plans and health insurers from using or
disclosing genetic informatiera subset of PH-for underwriting purposes, as discussed in the text box
“Amendments to HIPAA Privacy and Security -Statatnadray.d’s: St atu
This prohibition has been superseded by the broader health insurance nondiscrimination provisions in the Affordable
Care Act (ACA;P.L. 111148 as amended). Unddre ACA, group health plans and health insurers may not

discriminate against an individual based on various factors related to the health status of the individual or a dependent
of the individual. Those factors include genetic information.

3245 C.F.R. §16406.

3345 C.F.R. 8164.522(a).

3445 C.F.R. §8164.510, 164.514(f).

%45 C.F.R. §164.512.

36 A limited data set is PHI from which all but three specified types of identifiers have been removed. While not
meeting the Pri v a eidentifiRdihf@armaton,a tinateddiata set is tonsideredeo pose a reduced
risk of identification. Ue or disclosure of a limited data set requires a data use agreement. 45 C.F.R. 164.514(e).
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Victims of Abuse, Negl ect, or Domestic Violence. A covered entity may disclose PHI about victims of
abuse, neglect, or domestic violence to a government authority to the extent the disclosure is required by 13
if the individual agrees to such disclosure. In addition, amealventity may disclose this type of information if su
disclosure is expressly permitted by law and certain criteria are met.

Health Oversight Activities. A covered entity may disclose PHI to health oversight agencies for oversight
activities authorize by law, including audits; civil, administrative, or criminal investigations; inspections; and
licensure or disciplinary actions, among other activities.

Judicial and Administrative Proceedings . A covered entity may disclose PHI in response to an order of a
court or administrative tribunal; or in response to a subpoena, discovery request, or other lawful process th
not accompanied by an order of a court or administrative tribunal, if the ceventity receives satisfactory

assurance that the party seeking the information has made reasonable efforts to ensure that the individual
been given notice of the request. Alternatively, the party seeking the information may obtain a protective or

Law Enforcement Purposes. A covered entitymay disclose PHI to law enforcement officiagsrequired by law
or pursuant to a court order, courtordered warrant, or subpoena or summons issued by a judicial officer; a d
jury subpoena; or an administige request that meets certain standards. In addition, PHI may be disclosed td
enforcement officials for the purpose of identifying or locating suspects, fugitives, or missing persons. Discl
for other specified law enforcement purposes are gisomitted

Decedents. A covered entity may disclose PHI to a coroner or medical examiner for the purpose of identify
deceased person or determining the cause of death. PHI also may be disclosed to funeral directors, as neg
for them to carry outtheir duties.

Cadaveric, Organ, Eye, or Tissue Donation. A covered entity may disclose PHI to Organ Procurement
Organizations or other entities that procure, bank, or transplant tissues and organs.

Research. A covered entity may disclose PHI to reseaechk without authorization provided an Institutional
5HYLHZ %RDUG ,5% RU HTXLYDOHQW "3ULYDF\ %RDUGH ZDLYHV
use or disclosure of PHI involves no more than minimal risk to the privacy of the indisid@athe research
could not practicably be conducted without a waiver; and (3) the research could not practicably be conducte
without access to, and use of, the information. Covered entities also may use or disclose a limited data set
footnote 36) to researchers without authorization or a waiver of authorization from an IRB or Privacy Board.

Averting a Serious Threat to Health or Safety. Consistent with applicable law and standards of ethical
conduct, ahealth care providemay use or disclose PHI if the providém good faith believes the use or
disclosure is necessary to prevent or lessen a serious and imminent threat to the healkifiety of a person or
the public.

Specialized Government Functions. A covered entity may use or disclose PHI for several specified
government functions LQFOXGLQJ PLOLWDU\ DQG YHWHUDQV:- DFWLYLWLH
coordinating public benefits provided by government agencies and programs that are themselves covered €
Workers -Compensation. $ FRYHUHG HQWLW\ PD\ GLVFORVH 3+, DV DXWK
compensation or similar programs.

Admi nisé¢rRéquirements for Covered Enti

The Privacy Rule established a series of adminis
must provide individuals with a written notice t
descriptian goft spaitnideenrt st he rul e and how to exerci
of the covered entity; (3) a description of the
PHI ; (4) how an individual can fHBeSaccemptgjn{5
how the covered entity wil!/ provide a revised no
for additio*hal information.

Second, covered entities are required to adopt r
saf egiunarodrsder to protect PHI fromfTheaStekhaoari zgd a

3745 C.F.R. §164.520.
3845 C.F.R. §164.530(C).
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Rut+applicable only t-eeshRHilbliins heelde cstpreocniifci cf osrtnand a |
safeguards.

Finally, the rule requires @iatvemwmedeert otpy atnad d
its policies and procedures for protecting PHI wu
train all members of its workforce on those pol.

Special Rules for Employers and Ot her

The PruhNency uRles provisions that apply to specifi
health care functions covered by the rule but do

entity. For example, an organduwatts omotthh ado v er ead s
nomovered functions (e.g., a manufacturing compa
option tthythadamedai tYhtei s urreequires the company t
writing the segmentrsn ocfo vietrse db U suinrcelsiesmartsh laatsc goeref o |
compofi@mdeces .t his designati'snriegumaeéemmenmestappl yt na
health care components. They are prohibited fron
the di acsl ddseweme alut hori zed by the individual or i :

The 'g uttreeat ment of employers as sponsors of grou
the fact that so many individual $ hebtraiemptl hgier . h
Empl oyers aceveoédHéPAAti es, but they may need a
information to administer the group health plan
are concerned that healbtykRrisnimaymbti asesshameadg pwiof

make empl oyment decisions. I n an attempt to reco
a health insurance issuer or HMO (with respect t
the plan smppheyer Yifer,plan administration purpo
empl oymdmtt ed actions (efg., promotion, terminat.|
Specifically, the foll owing PHI may be discl osed
information on whet hlean ger ,i nednirvaldluead iins ,t hoer p
X summary claims information sdiigppedipf all i
codes for the sponsor to use to obtain premi.
i nsurance coverage through the group health |
terminate the group health plan; or
x enroll ee PHI for the plan sponsor to use to ¢
di sclosures to occur, the plan documents must
di sclosures of PHI by the igponser rtud etthose tl
Furthermore, the sponsor must certify that it
empl oymdmtt ed purposes, and that it will esta
only those personnel who need the informati or
the group health plan have access to such inf

%45 C.F.R. §164.530(dp).
4045 C.F.R. §164.105(a).
4145 C.F.R. §164.504(f).
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Enforcement and Compliance

An individual or organization who believes a cov
Rule may file a complaint with OCRmpT#Héantule | is
al so describes the responsibilities of covered e
and to permit access to informaton for investig

HI PAA established civil aonfd &lrli mitmal Adpmrinrail $ti reast if
Simplification standards, including the Privacy

i [ monetary penalty (CMP) on any covered enti
S ative Simpobifmoaonei bphaneflu0O@ementviodl at i
O per year for multiple violations of t
e violation wds ar icmiinmlInagd e rodIfteyn sper awwids
d
0

tr
00
t h
dedaobtahaor constructive knowledge of th
e t reasonable cause and not*willful negl
rtain wrongful PHI disclosuregecuOCBNmay r e
penalty for a person who knowingly
up to $50, 000 and/or up to one year
i year si nwnolpve s ofnalide tphree twe omngd .u
000 and/or wup to 10 years in p
use the information for c¢omme

mﬁ—h—ﬁm cC >~ 01

e i ® nogptioat action under HI PAA. I ndi vi dual
ness associates for violations of the |
| busi

aims against covered entities and

aw. H
ness

OoT 4 T T —
C > 9 ®> S W

S

=g
-

eenopnt iof State Laws

HI PAA
t he F
i bdrap |
e | aw

vered entities must comply with both the
ws unless the state | aws are contrary to

Contrary means ftdhmtaidcoweonudéd dort i tmp otse
d feder al requirement s, or that the stat
P A°A .

here are a number of exceptions to this gener al
pri vacymdmraev $tdrhianng etnhte Pri vacy Rul e, meaning that
protection, then the state | aw takes precedence.
restricts a use or disclbes uRrei v day Ruwlud ,d dre whem

— > "t ® O

= IT® T TO0

4245 C.F.R. §160.306.
4345 C.F.R. §16@10.

44 Section 1176 of the Social Security Act, as added by Section 262 of HIPAA; 42 U.S.C.-8.320c!
implementing regulations at 45 C.F.R. §8160.400 et seq. established rules for determining the CMP amount and the
number of violations, among othiings (see footnot®).

45 Section 1177 of the Social Security Act, as added by Section 262 of HIPAA; 42 U.S.C.-8.320d

“®HI PAA' s pr eisong whictoapplygoralbthe Administrative Simplification standards, not just the Privacy
Rule, are in Section 1178 of the Social Security Act; 42 U.S.C. § £320dplementing regulations are codified at 45
C.F.R. §8160.20205.
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individuals with grea’f 2kXVa crg35$sHMUMWD BQLeViKH Vi Dn fHG Hik
SURWHFWLQJ KHDOWK LQIRUPDWLRQ SULYDRWKDWBWIDOORZV VWI
SURWHFWLRQV

I n additivacytRel ® does not preempt state | aws t
di sease or injury, child abuse, birth, or deat h,
does it preempt state | aws t hattor encewnil rten h end lotr map
for the purpose of audit s, evaluation, "or |l i cens
pri vacy.

An Overview of the HIPAA Secu

The HI PAA Security Rul ' ' entitie
anlusiness associates HIPAA Security
confidentiality, i nt eg|Confidentiality: ePHlisaccessible only by ity of
el ectronic PHI (ePHI) authorized people and processes. recei ve,
mai nt ai n, or transmit Integrity: ePHI is not altered or destroyedinary v e r e d
entities and busi ness |[Uunauthorizedmanner. protect
against anyi criepaastoenda btl hy Availability: ePHI can be accessed as needed

hazards to the secur | t|anauthorizedperson. reasona

anticipated uses or discrosures or _sucmnm informat
that are in viol &8Q060hNI fWKtHh2U LPYDIFY $XQ@HROKIeFK DSSOL
IRUP RU IRUPDW WHBRSSECHHWRWO S XMRHM 3+,

The Security Rule and the Privacy Rule are cl ose

established standards for who may have access to
created the standar ¢s whor sdmulddi m@vtehatccemrsilsy ttoh a
have access. When it developed the Security Rule
the Privacy Rule. As noted in the previous sect.i
adopt rembepbphabltetibde, technical, and physical sa
unaut horized access, use, or disclosure. But the
safeguards should be. That is the purpose of the

saf egtaadmdsni strative, —plsy sioamplo,s eadn dbo ft eac mruinchaelr o f

I mplementation Specifications

Covered entities and business associates have co
i mpl ement the sesttantgrdtgedardbkl yEaohsists of o
i mpl ementation specification (i.e., detailed ins
ei t“hequbrtaedddr e®ddblaen. i mpl ementation specificatio
organi zati die mwdt cacksptantd/ or procedures descri be
i mpl ementation specification is addressable, the

“reasonabl e and appropriaté shakteguagndiizati bs ehwv

4745 C.F.R. §160.202.

48 45 C.F.R. §160.203.

4945 C.F.R. §164.306(a).
5045 C.F.R. §164.306(d)(1).
5145 C.F.R. §164.306(d)(3).
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impl ement an addressabl

e

i mpl ementati on

speci fi ca
measur e

documemdadgdres and‘eigmpiveamemt ahternative
appropiriate.

7DEAQH sts all the security standards and
or programs that must be i mplemented to

i mpl ementation

speadifatcad i wintsh

are required or addressabl e.
Table 1.HIPAA Security Standards and Implementation Specifications
45 C.F.R. Part 164, Subpart C
Standards Implementation Specifications

R = Required; A = Addressable

Administrative Safeguards

Security Management Process Risk Analysis R
Implement policies and procedures to prevent, detect, conte Risk Management R
correct security violations. [§ 164.308(a)(1)] Sanction Policy R
Information System Activity Review A
Assigned Security Responsibility R
Identify the security official responsible for developing and
implementing security policies and procedures. [§ 164.308(;
Workforce Security Authorization and/or Supervision A
Implement policies and procedures to ensure that all memb Workforce Clearance Procedure A
the workforce have appropriate access to ePHI, as providec Termination P d A
the Information Access Management standard, and to preve érmination Froceaures
who do not have access from obtaining it. ED86H)(3)
Information Access Management Isolating Clearinghouse Functions R
Implement policies and procedures for authorizing access t« Access Authorization
consistent with applicable requirements of the Privacy Rule. . S
[§ 164308(a)(4)] Access Establishment and Modification A
Security Awareness and Training Security Reminders A
Implement a security awareness and training program for al Protectionfrom Malicious Software A
members of the workforce. [8 368(a)(5 . .
S W [s (@)(5)] Login Monitoring A
Password Management A
Security Incident Procedures Incidence Response and Reporting R
Implement policies and procedures to address securityandic
report them to the appropriate entif£$64.308(a)(6)]
Contingency Plan Data Backup Plan R
Establish policies and procedures for responding to an eme Disaster Recovery Plan R
other occurrence that damages systems that contain ePHI. E Mode O ting Pl R
[§ 164.308(3)(7)] mergency Mode Operating Plan
Testing and Revision Procedures A
Applications and Data Criticality Analysis A
52 |bid.
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HIPAA Privacy, Security, Enforcement, and Breach Notification Standards

Standards

Implementation Specifications
R = Required; A = Addressable

Evaluation

Perform a periodic technical and nontechnical evaluation to
determine the extent to which security policies and procedu
the requirements of tBecurity Rule. [§ 164.508(a)(8)]

Business Associate Contracts

ABusinesAssociate may create, receive, maintain, or transn
RQ WKH FRYHUHG HQWLW\-V EHKDOI
satisfactory written assurance (i.e., BAA) tBasthesassociate
will safeguard the information. [§ 164.308(b)]

Written Contract or Other Arrangement

Physical Safeguards

Facility Access Control

Implement policies and procedures to limit physical access’
electronic information systems and the facility/facilities in wt
are housed, while ensuring that properly autlaciéesd is
allowed. [§ 164.310(a)(1)]

Contingency Operations
Facility Security Plan

Access Control and Validation
Procedures

Maintenance Records

Workstation Use

Implement policies and procedures that specify the proper f
to be performed at workstations #itaess ePHI, including at
remote locations. [§ 164.310(b)]

Workstation Security

Implement physical safeguards for all workstations that acct
ePH]to restrict access to authorized users. [§ 164.310(c)]

Device and Media Controls

Implement policies and procedures that govern the receipt ¢
removal of hardware and electronic media containing ePHI,
out of a facility, and the movement of these items within the
[8 164.310(d)(1)]

Disposal

Media Reuse
Accountability

Data Backup and Storage

> >» U =

Technical Safeguards

Access Control

Implement technical policies and procedures for systems th
maintain ePHI to allow access only to those persons or soft
programs that have been granted access rights as specifiec
Information Access Management). [§ 164.312(a)(1)]

Unigue User Identification
Emergency Acced3rocedure
Automatic Logoff

Encryption and Decryption

Audit Controls

Implement hardware, software, and/or procedural mechanis
record and examine activity in systems that contain or use ¢
[§8 164.312(b)]

n|>» > X1 D

Integrity

Implement policies and procedures to protect ePHI from imy
alteration or destruction. [§ 164.312(c)(1)]

Mechanism tAuthenticate ePHI

Person or Entity Authentication

Implement procedures to verify that a person or entity seeki
access to ePHI is thee claimed. [§ 164.312(d)]

Congressional Research Service R43991 - VERSIOR - UPDATED
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Implementation Specifications

SEMEETE R = Required; A = Addressable
Transmission Security Integrity Controls A
Implement technical security measures to guard against Encryption A

unauthorized access to ePHI that is transmitted over an ele:
communicatiometwork[§ 164.312(e)(1)]

Source: Prepared by CRS based on the text of the HIPAA security standards and implementation specifications
at 45 C.F.R. 88 164.308 (Administrative Safeguards), 164.310 (Physical Safeguards), and 164.312 (Technical
Safeguards).

Flexible and $dsl able Standa

The security standards are designed to be flexib
organizations to the smallest provider practices
covered entity or busindsd haes saxziegt &€ ompd te xti & kye i
of the organization; its technical infrastructur
costs of security measures; and th¥Tlpgobability
security séeahdmdwdigryalr et o accommodate the continu
technol ogi es They do not prescribe the use of s
I mportance of Risk Analysis and Risk 1
The initial, and most i mportant, actions that co
to take under the Security Rule are to conduct a
a risk managem®EQHsThatsegucisoas form the founde
subsequent security activities are based. The pu
potenti adulrnesrkasbialnidti es to the confidentiality,
determine the I|ikelihood and magnitude of those
identify and i mpl ement securitysomeaabsluer easndt o r edu
appropriate gi'secitbemetgaciesatiaod that enabl es
requirements of the Security Rul e.

Covered entities and business associates must en
ongoi nygnamidc dpnotes§fstsismea swnteavi tefl ect changes t
operations and environment

5345 C.F.R. §164.306(b).

54 OCR and other federal agencies have sponsored conferences and produced a variety of guidance documents and

other toos to help organizations better understand the risk analysis requirements under the HIPAA Security Rule. In

March 2014, OCR, in collaboration with the HHS Office of the National Coordinator for Health Information

Technology (ONC), released a security riskessment tool to help guide small and mediized health care

providers conduct risk assessment s .httphowwdhsiguwiotrprivatydt i on i s av
hipaaAdministrativegecurityruleihdex.html
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HI TECH Act and Ot her Amendmen
HI PASAt andar ds

The HI TECH Act included a series of provisions d
priyvaacnd secuPrMarny sefantdlae deshanges were enacted t
privacy advocates and other stakeholders. These
notification requirement in the eegunatofya breac

enforcing the Privacy and Security Rul es.

Among its provisions, the HITECH Act (1) establ
reflect increasing |levels of culpability, and fo
i ncrdedadie mini mum penalty amount for each violati
complaints indicating violations due to willful
ent+aneést hei r -sdiibrceoonttiryacltioabsl eyfandviSecati ogs Raf
and (4) required covered entities and their busi
was breached. I n addition, the HITECH Act establ
of PHI for mar ket isnegs ;anpdr ofhuinbdirtaeids itnhge psuarlpeo of PH
permi ssible disclosureghasdtexparesd itmaeiivi dPHAlI s
di sclosures to health plans, and obtain an accou
GI NA also amewd®&dl ehéyPciwaai fying that genetic i
already the case, and prohibiting health plans f
eligibility or enroll ment det°Arsminmateidore,ardri eat, hd
Privacy Rul e permits he-=adtthhe rpltahnasn tgoedfuestrei co ri ndfi osrc
such purposes.

Most of the HITECH Act amendments to the HIPAA p
enf orcement, as wel | as tfhien alhiamegde si m eag ud a rewa rby
‘omni"bw¥he omnibus rule al so isntcdtuudteadr yt ercehvnii sciad n
the HI PAA standards to improve their workability
aut horizations fdr PtHHe fwge rersedircdl.osure o

The text box summarizes significant changes made
standards. 1t includes the new requirements for
provisions are discussed in more detail bel ow
%The HITECH Act's privacy and security provisions are in T

American Recovery and Reinvestment Act of 20B%.(1115), Sections 134003411 and 134213424; codified at
42 U.S.C. 8817921 et seq.

56 Section 1180 of the Social Security Act, as added by Section 105 of GINA; 42 U.S.C.-81.320d

SDepart ment of Health and Human Services, Office of the Se
Enforcement, and Breach Notification Rules Under the Health Information Technology for Economic and Clinical

Health Act and the Genetic Infoemt i on Nondi scri mination Act ; Ot her Modi ficat
78 Federal Registeb566, January 25, 2013. The HIPAA omnibus rule amended the interim final rule published on

August 24, 2009 (7#ederal Registed2740), to implement therdach notification program (45 C.F.R. §8164.400 et

seq.), and the interim final rule published on October 30, 200Bd@dral Registe66123), which conformed the

existing HIPAA Enforcement Rule (45 C.F.R. Part 164, Subpais)C t o t he HI daadihtreasedtCMB t i er e
structure.
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Amendment s to HIPAA Privacy and Security Standards:
Statutory (i.e., HITECH Act, GINA) and Non -Statutory

Business Associates. Under the HITECH Act, business associgtemnd their subcontractord are directly liable
and subject to the HIPAA civil and criminal penalfier (1) uses and disclosures of PHI in violation of their BAA
(2) failing to comply with the breach notification and other HITECH Act amendments to the HIPAA privacy
standards (see below); and (3) failing to comply with the Security Rule. Businesatassoclude Patient Safety
Organizations, regional health information organizations, health information exchangegrasdriving
gateways. [45 C.F.B864.502(e), 164.504(e)]

Patient Rights. Individuals have a right to receive an electronic copthefr PHI, if it is maintained in an EHR,
and can direct a covered entity, in writing, to transmit a copy of their PHI to a designated third party. Health
SURYLGHUV PXVW KRQRU DQ LQGLYLGXDO:V UHTXH VW h€aRhawiRnG
or service paid for oubf-pocket. [45 C.F.R§164.524(c); 45 C.F.B164.522(a)(1)(vi)] Individuals have a right td
an accounting of EHR disclosures for treatment, payment, and other health care operhiiithhas yet to
finalize its May 31, 2011, proposed ruleto implement this accounting requirement.

Minimum Necessary. Covered entities must limit the use, disclosure, or request of PHI, to the extent
practicable, to a limited data set or, if needed, to the minimum necessary. Tl distlosing the PHI (as
opposed to the requester) makes the minimum necessary determination.

Sale of PHI. An otherwise permissible disclosure by a covered entity is prohibited (without an authorization
the disclosure involves remuneration, with ited exceptions. [45 C.F.R164.502(a)(5)(ii)]

Marketin g. $ PDUNHWLQJ FRPPXQLFDWLRQ E\ D FRYHUHG HQWLW\ UH
UHFRPPHQG RWKHU KHDOWK SURGXFWY RU VHUYLFHYV UHT ktdives
payment from a third party whose product or service the covered entity is marketing. Limited exceptions ap
[45 C.F.R§864.501, 164.508(a)(3)]

Breach Notification. In the event of a breach of unsecured (i.e., unencrypted) PHI, covered entities must 1}
each affected individual whose information has been, or is reasonably believed to have been, accessed as
the breach. All breaches must be reported tad3R. Those affecting 500 or more individuals must be reported
within 60 days of discovery. Covered entities can maintain a log of smaller breaches and submit the log to
annually. [45 C.F.R8.64.400 et seq.] Vendors of personal health records (PHRs) cartain related entities,
that are not HIPAAcovered entities must report breaches of unencrypted PHR information to the Federal Tr,
Commission (FTC). Such breaches are treated as violations of the FTC Act. The FTC must notify HHS of a|
breach notics it receives. [16 C.F.R318]

Enforcement and Compliance Audits . The HITECH Act strengthened the HIPAA Enforcement Rule and
replaced the existing CMPs with four tiers of new penalties (discussed in the main text). OCR must investig
violations due to wllful neglect and impose CMPs, and is authorized to investigate alleged criminal violation
DOJ has not prosecuted the violators. OCR also must use any CMPs collected for HIPAA enforcement acti
and, pursuant to GAO recommendations, establish agpam for distributing a percentage of any collected
penalties to harmed individuals. State attorneys general are authorized to bring a civil action in federal distr
court against an individual who violates HIPAA. OCR is required to perform perioditsaodensure compliance
with the HIPAA privacy and security standards, as amended. The HITECH Act also clarified that criminal pq
for wrongful disclosure of PHI apply to individuals who without authorization use or disclose such informatid
maintaned by a covered entity. [45 C.F.R. Part 164, Subpaitd BHS has yet to issue a proposed ruleto
establisha program for distributing collected penalties to harmed individuals.

Genetic Information.  GINA prohibits all health plans that are HIPAAveredentities, except longerm care
plans, from using or disclosing PHI that is genetic informdtiog., genetic tests, family medical histdripr
underwriting purposes (e.geligibility or enrollment determinatigmppremium computation). Note: This prohibitin
KDV EHHQ VXSHUVHGHG E\ WKH $IIRUGDEOH &DUH $FW:V PXFK E
health plans and health insurers. [45 C.EI®4.502(a)(5)(i)]

Research. To better align the Privacy Rule with the Common Rule informed cohsequirementsg@ HHS now
permits compound authorizations for any type of research activity (with limited exceptions), as well as
authorizations for future research, provided the description of the future research is sufficiently clear that it
be reasonable for the individual to expect his or her PHI could be used or disclosed for such research. [45 C
§164.508(b)(3)]

5845 C.F.R. 846.116. See also footn8ge
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Business Associates

Prior to the HITECH Act, HI PAA applied directly
associ at emo,t ewlhieah lar were regulated through <col
Covered entities were not Iliable for, or require
However, i f a covered entity foundAA,uti tabhoaud tao n
take reasonable steps to remedy the situation an
termination was not easi bl e, t hen the covered e

penalties for violations ofitHaPAA «rl atrhidiiredBAAsat

f

The HI TECH Act made business asislocanad ecsr idmirneaclt | vy
i
busi ness &%Tshacsi, atsal baroen ttrhaems

bcontractors of a

su

along the contractual ohaiamcar ®oebsilpjaectontso atnlle as
for HI PAA violations. Just as business associate
the BAA or required by | aw, and may not wuse or d
Privacy Rwteacsorsulace subject to the same | i mit
subcontracts. A covered entity (or a business as
practice of its business associate (oatisaumbcontr a
of the BAA must take reasonable steps to remedy
terminate®Nbhiet centcaceéred entities nor their bus
subcontractors) may intimi dan et,akeérraemy ent, harn srceti
against an individual who files a complaint, <cooO
act PPons.

Pursuant to the HITECH Act, Patient Safety Organ
organi zapresdi amgd gat eways are business associ at e
that while a datactragsméesel pnaseavcoperduit for t
(including temporary storage t-hiad ndatnieascsh dent al
associate, a service that provides more persiste
as

so®i at e.

Breach Notification

The HI PAA breach notification program wWas establ
Under the progsamndcoweredbest nesEe associates mu
affected bX¥Q\WHERUHEGCcWI toHout unreasonabl e del ay, b
after the discovery of the breach (see text box)
beeemndered unusabl e, unreadabl e, or indecipherat

5945 C.F.R. §164.514(e).

600A subcontractor is an entity that “creates, receives, mai.
45 C.F.R. 8160.1083.

6145 C.F.R. §514(e)(1).
6245 C.F.R. §160.316.
6345 C.F.R. §160.103.

64 Department of Health and Human Services,©O#i of t he Secretary, “Breach Notificat
Heal th I nformation,"’ I nt er i m Fddéral Relgistad2r40eAugust 24h2009.eTheu e s t for c
regulations for the breach notification program are codified at 45 C.E184%00 et seq.
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encr y*prthieon.aw exempted encrypted PHI from the de-

encourage the practice of encrypting health info
Covered emusdstt irest iaflysot he HHS Secretaray"oaof breach
breach affecting 500 or more individuals must be
affected individuals are notified. Enhabhi es may
500 individuals and submit the |l og to HHS annual
listing all the major breach®s (i.e., affecting
The HITECH Act defuinmes harbrzeadchcaguishitodnmr e aaf e s
[ PHI'] which compromises the sed®Thietgeadnadipiiownacy
excludes unintentional access or use of PHI , i na
covered entity has a goned peai $sbnbedti whomhtahe adi s
made would not reasonably have been able to reta
In its initial rul emaking to i mplement the breac
“‘compromi ses the sefmeasmypsasdapsigacyi cbnPHF i sk
reputational, or otCevehadmenmoithesi madidvibdsalnes s
with an incident involving the unauthorized acqu
to det eraem niet whett ht hi s harm t hreshol d. I f it did
then notification was required.

The harm threshold was controversial. Consumer a
for being too subjepbrvengndThey drgoedr Agrngt e
eliminati on. HHS responded in the omnibus rul e ©b
the risk assessment portion of the breach notifi
assessmenmi.s Ainblienpese orsdpsebtomaedet of bPHA breac
covered entity or business associate ... demonst
has been compromi sed B¥Brea mandiaf irdfiake tadsresselstislmtetn t t.
must be included in the risk assessment. Now t he
covered entity or business associate to perform
|l ow probability thatthatHIdevaesr miomgtrioam sied.mdde ( a
the covered entity or business associate need no
The Secretary is required annually to submit a r
breaches reportedohs O&Renahd thepanse to such b
Secretary has submitted two reports, each analyz
cover®202009 and the sex0#2d one covers 2011

Cumul atively, through ®Dedewmberr 8pnore818f @E&RoOreb
a total of approximately 22.5 million individual

6545 C.F.R. §164.402.

66 https://ocrportal.hhs.gootrbreachibreach_report.jsf

67 Section 13400 of the HITECH Act; 42 U.S.C. §17921.
6845 C.F.R. 164.402 (20009).

69bid., as amended by the HIPAA omnibus rule.

70 Department of Health and Human Services, Office for Civil Rightsiual Report to Congress on Breaches of
Unsecured Protected Health Information For Calendar Years 2009 and 20idist 15, 2011; Department oébdth

and Human Services, Office for Civil Rightspnual Report to Congress on Breaches of Unsecured Protected Health
Information For Calendar Years 2011 and 20y 20, 2014. Both reports and accompanying submission letters are
available atttp://www.hhs.gowdcr/privacyhipaaadministrativebreachnotificationruléreachreptmain.htmi
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reports of breaches affecting fewer than 500 ind
approxi matel yuad 00, OTChQu si, n dvhviilde t he maj or breache:
reports, they accounted for more than 98% of all
their PHI

Of all the categories of causes ioficibdemtchesOQCRheE
identified the following lessons learned from th

X Ensure that'samiorkgamiad gytsiiesn and ri sk manageme
and addresses alll potenti al ri sks and vul ner :
| ocatmeodni a.r That includes ePHI on computer ha
| aptops, mobile phones, and other portable de¢
across networ ks.

X Ensure that security evaluations are conduct e
(e.g. ,owdd)i cendn t echnical wupgrades for hardwa
e PHI remains secure.

x Ensure that ePHI stored on portable electroni
including through encryption, with clear poli
deviced$ati dint g .

X I mpl ement clear policies and procedures for
for ms.

X Ensure physical safeguards are in place to |1

workstations that mai ntain PHI

X Ensure that empl oyemrsganiez dtuilddmpcyr andedeonr it
policies and procedures.

Enforcement and Compliance Audits

The HI TBCHrAocvti si ons to expand and strengthen HI
response to the approach takenoliatitoml dfy tHlye OBIRP
standards and encourage volunt%Pry vacmp laidvmceattelsr
criticized the agency for not being more aggress

penalizing noncompl i amft tohe akli TBCH oAct. dAnadthrment
l evied a single civil penalty against a covered
criminal prosecution.

The HI TECH Act <c¢larified that the cri mialad penal
who without authorization use or disclose such i
whet her they are employees or not. This provisio
i ssued by the DOJ Office of LepalofCodhBAA dmi Mdium
enford®@menobpinion was interpreted by some to mes¢
could not be held I|iable for a HIPAA criminal vi
directly.

"L bid., pp. 2627 (20112012 report).
7245 C.F.R. §16.304.

“Department of Just i c klemoraniddmiOpieionof The Gergerl CouBseiDeparament of “
Health and Human Services and the Senior Counsel to the Deputy Attorney General on the Scope of Criminal
Enforcement Under 42 U.S.C. §1326d June 1, 2005
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7TDEGHImmari zes the four tiers of CMPs that repl a

violation up to an annual maxi mum of $25, 000 for
The | owest tier “dipgplnets Kmow,ntand ebsy tehxaedr ci si ng
woul d not "tfaveeh& idiwe! steicom.d tier applies to viol
cause and is likely to cowiesemgayecammpncoempl iadam
entities; for example, those that occur due to h
appropriate policies and procedures. Reasonabl e
‘Kknew, or by exerenceée nwgo uledshda\hdn lele baibd dgd donpt
act with wiPllful neglect

The final two tiers, both dealing with violation
whether the entity took corremeawe nasctiioars ,wi t hi n
intentional failure or reckl &%s indifference to
OCR must investigate whenever there isevidence
However, the omnibu rul e Isftuat ense gtl heactt,, aChCsRe mwti liln
seek compliance thamUanlnff76rarpeplropvrolauretary

Table 2. HIPAA Civil Monetary Penalties
As Amended by the HITECH Act

Annual
Violation Category Per Violation Maximum
Did Not Know $100- $50,000 $1,500,000
Reasonable Cause $1,000- $50,000 $1,500,000
Willful Neglect® Corrected $10,000- $50,000 $1,500,000
Willful Neglect® Not Corrected . $1,500,000

Source: Section 1176 of the Social Security Act; 42 U.S.C. §1320d

The HI TECH Act requires the Secretary to conduct
and business associates compiUnlwikteh ctome | Rriintacy
i nvestigations or compliance speciefvs¢c ehéecgchs aoe
incidents, audits are based on a set of objectiwv
OCR developed and conducted a pilot audit progr a
representing a broad range of si zesrand gc danop lae x i
protocol that identified the processes, controls
privacy, security, and breach notification. OCR
evaluate the pil ot alisdifitinmgdr otga afm manldi 2z es pulsa msg fPon
audit program. OCR has requested a®whit¢mnialt f und

7445 C.F.R. §160.404(b)(2)(i).

7545 C.F.R. §160.401.

76 |hid.

77 Section 1176(c) of the Social Security Act, as added by Section 13410(a) of the HITECH Act; 42 U.S.G- §1320d
5(c).

7878 Federal Registeb566, 5578657945; C.F.R. §160.312.

79 Section 13421 of the HITECH Act; 42 U.S.C. §17940.

80 OCR included an additional $2 million in its FY2016 budget request for a permanent HIPAA audit program.

Congressional Research Service R43991 - VERSIOR - UPDATED 20



HIPAA Privacy, Security, Enforcement, and Breach Notification Standards

believes wil/l generateevablbat Eéoandohelrpdspneati e
compliance Wi chre sketbealt entities become awar
expectations.

The HI TECH Act requires the Secretary annually t

the number and types of complaints réecenged; the
taken; the number of audits persfoprlmend faonrd itnhperiorv
HI PAA compliance and enforcement for the foll owi
such reports to dateyea&mnacpeitoovdtwa ilgr & ehceh sraantei ft iwmo
reports submitted to Condress, which were descri

Research

2009, the Institute of Medici'mmei fgadat) arel eas e
s e®aTrhcen . OM concluded that teéetruhe poevaaptobd
formation wuse esearch. I't also concluded
conduct of nt new research. The repor

organi zatiao thbodheatameadi nterpreting a
ussed the c es in reconci-prnigmarhiel yPr i v
g e

€

d for
i por
8 h b
h | e
Comrfeh h R | o] rn human subject research. Th
nsi steemcitde gtiwacy Rule and the Common Rul
ormly to all heal th research.

m
8
a
v
P

—“0o®wnwso
o

e

example, the Privacy Rule generally prohibit
I per mi scsd mmd & wtd hcaoreiazt agttiaowa, s ufnolre stshe same st
acy Rule authorization for a specific resear
rmed consent to participate in the research.
ecting speeinmemas aorseéatra hf dmrtabase or reposi
horization. Unli ke Common Rule informed conse
usdpyeci fi c; authorizations for future research

UT— T € ——~aSs~—= —

- — = = =
—o <o

e omni bus rudte tdMedsesisedossimetencies. The Priv
mpound authorizations for any t y*mendofalrleosmsar ch
thorizations for future research, provided the
fficleat ltyhat easowabl @ ber an individual to ex
alth information could be Ut®ed or disclosed fo

PDcCccCcoOS TCcOS - MmO 5 3 30 335 M S

SO H oo —

81 Department of Health and Human Services, Office for Civil Rightsiual Report to Congress onBAA Privacy

Rule and Security Rule Compliance For Calendar Years 2009 and 20@0st 11, 2011; Department of Health and
Human Services, Office for Civil Right&nnual Report to Congress on HIPAA Privacy Rule and Security Rule
Compliance For Calendar Yen2011 and 201,2Vay 20, 2014. Both reports and accompanying submission letters are
available ahttp://www.hhs.gowdcr/privacyhipaaénforcementompliancereptmin.html

82 |nstitute of MedicineBeyond the HIPAA Privacy Rule: Enhancing Privacy, Improving Health Through Research
Washington, DC, February 200&ttp://www.nap.edwpenbook.php®cord_id42458

83 The Common Rule refers to the core set of federal regulations for protecting human subjects in federally funded
research. Under the Common Rule, research protocols must be approved by an InstiteviemaBRard (IRB) to

ensure that the rights and welfare of the research subjects are protected. The Common Rule lists several criteria for IRB
approval, including the requirement that researchers obtain the informed consent of their research subifi:ts. An |
may waive the informed consent requirement based on certain specified criteria. 45 C.F.R. Part 46, Subpart A.
8445 C.F.R. §164.508(b)(3).

8578 Federal Registeb566, 5612.
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Appendix. HI PAA Administrative Sim

Table A -1. Health Inform ation Standards and Related Requirements

Standards Location in Title 45 C.F.R.
General Administrative Requirements Part 160, Subpart A
Preemption of State Law Part 160, Subpart B
Compliance, Investigations, Civil Monetary Penalties, Part 160, Subparts-€

Procedures foiHearings

Unique Health Identifiers (Health Care Providers, Health Part 162, Subparts A,-B
Plans, Employers)

Electronic Transactions and Code Sets Part 162, Subparts A3
Security of Protected Electronic Health Information Pat 164, Subparts A, C
Notification of Breach of Unsecured Protected Health Part 164, Subpart D
Information

Privacy of Protected Health Information Part 164, Subparts A, E

Aut hor Information

C. Stephen Redhead
Specialist in HealttPolicy
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